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AGENDA 
 

GOVERNANCE AND AUDIT COMMITTEE 
 
Tuesday, 19th March, 2024, at 2.00 pm Ask for: Katy Reynolds 
Council Chamber, Sessions House, County 
Hall, Maidstone 

Telephone: 03000 422252 

   

 
Membership (12) 
 
Conservative (8) Mrs R Binks (Chairman), Mr T Bond, Mr D L Brazier, 

Mr N J D Chard, Mr P C Cooper, Mr M Dendor, Mr D Ross and 
Mr S Webb 
 

Labour (1) 
 
Liberal Democrat (1): 

Mr A Brady 
 
Mr C Passmore 
 

Green and 
Independent (1)  

Mr M A J Hood 
 

 
Independent Member 
(1)  

 
Dr D A Horne 

 
UNRESTRICTED ITEMS 

(During these items the meeting is likely to be open to the public) 
 

1. Introduction/Webcasting  

2. Apologies and Substitutes  

3. Declarations of Interest in items on the agenda for this meeting  

4. Minutes of the meeting held on 1 February 2024 (Pages 1 - 8) 

5. Election of Vice-Chair  

6. Review of the Risk Management Strategy, Policy and Programme (Pages 9 - 32) 

7. Policy Review (Pages 33 - 72) 

 Anti-Money Laundering Policy 
Anti-Bribery Policy 



Anti-Fraud and Corruption Strategy 
 

8. Review of Whistle Blowing Policy  

 To follow. 
 

9. External Audit Progress Report and Sector Update (Pages 73 - 90) 

10. External Audit Plan 2023/24 (Pages 91 - 124) 

11. Other items which the Chairman decides are urgent  

12. Future Meeting Dates  

 To note that meetings of the Governance and Audit Committee will take place on 
the following dates: 
 
16 May 2024 at 10.00 am 
11 July 2024 at 2.00 pm 
5 September 2024 at 10.00 am 
24 October 2024 at 10.00 am 
12 December 2024 at 10.00 am 
23 January 2025 at 10.00 am 
20 March 2025 at 10.00 am 
12 June 2025 at 10.00 am 
3 July 2025 at 10.00 am 
 

EXEMPT ITEMS 
Motion to exclude the press and public for exempt business 

That, under Section 100A of the Local Government Act 1972, the press and public be 
excluded from the meeting for the following business on the grounds that it involves the 
likely disclosure of exempt information as defined in paragraph 3 of Part 1 of Schedule 12A 
of the Act. 
 
Paragraph 3 – Information relating to the financial or business affairs of any particular 
person (including the authority holding that information) 
 

13. External Audit Findings Relating to Cyber Security (Pages 125 - 126) 

14. 'Covid-19 risk - Asset Control of Laptops and Other Equipment' Audit update 
(Pages 127 - 156) 

 
Benjamin Watts 
General Counsel 
03000 416814 
 
Monday, 11 March 2024 
 
Please note that any background documents referred to in the accompanying papers 
maybe inspected by arrangement with the officer responsible for preparing the relevant 
report. 
 



 
 

 
 

KENT COUNTY COUNCIL 
 

 
GOVERNANCE AND AUDIT COMMITTEE 

 
  

MINUTES of a meeting of the Governance and Audit Committee held in the 
Council Chamber, Sessions House, County Hall, Maidstone on Thursday, 1 
February 2024. 
 
PRESENT: Mrs R Binks (Chairman), Mrs S Hudson (Vice-Chairman), 
Mr A Brady, Mr D L Brazier, Mr P C Cooper, Mr M Dendor, Mr M A J Hood, 
Mr C Passmore and Mr S Webb 

 
ALSO PRESENT:  Mr P J Oakford and Mr N Baker 
 
IN ATTENDANCE: Mrs C Head (Head of Finance Operations), Mr B Watts 
(General Counsel), Mr J Idle (Head of Internal Audit), Miss E Feakins (Chief 
Accountant), Mr Paul Dossett, Mr J Flannery (Counter Fraud Manager), 
Miss K Reynolds (Democratic Services Officer), Mr D Adams (Assistant Director 
Education (South Kent)), Mr R Benjamin (Internal Audit Manager), Mr J Betts 
(Acting Corporate Director Finance), Mrs S Hammond (Corporate Director 
Children, Young People and Education), Mr M Hyland (Project Coordinator - East 
Kent Opportunities LLP), Mr S Jones (Corporate Director of Growth, Environment 
and Transport), Ms C McInnes (Director of Education), Ms F Smith (Audit 
Manager), Mr R Smith (Audit Manager), Ruth Davis (Intelligence Assistant) and 
Kevin Holyoake (Counter Fraud Specialist) 
 

UNRESTRICTED ITEMS 
 
172. Apologies and Substitutes  
(Item 2) 
 
Apologies for absence had been received from Dr Horne, Mr Chard, and Mr Ross. There 
were no substitutes present. 

 
173. Declarations of Interest in items on the agenda for this meeting  
(Item 3) 
 
There were no declarations of interest.  

 
174. Minutes of the meeting held on 23 November 2023  
(Item 4) 
 
RESOLVED that the minutes of the meeting held on 23 November 2023 be approved as 
a correct record.  

 
175. Membership  
(Item 5) 
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The Committee noted that Mr Mike Dendor had replaced Mr David Robey on the 
Governance and Audit Committee. 

 
176. Terms of Reference: Membership Update  
(Item 6) 
 

1. The General Counsel introduced the report which proposed that the Terms of 
Reference be amended to include additional formal requirements around the 
membership of the Committee. This included the recommendation that former 
Executive Members may not serve on the Committee until two years had 
elapsed, and the recommendation that the restriction on serving on this 
Committee be extended to include Deputy Cabinet Members and the Chairs of 
other formal Committees.  
 

2. In response to questions and comments from Members it was said that:  
 
a) The draft changes to the Terms of Reference would be updated to exclude 

the current Chair of the Governance and Audit Committee from the formal 
restrictions.  

b) It was agreed that former Executive Members had valuable experience and 
insight into the Council’s governance. However, there was concern raised 
regarding their ability to objectively consider issues that related to their time in 
post. Based on the proposed amendments, former Executive Members would 
still be able to attend the Governance and Audit Committee as guests.  

c) The Cabinet Member for Communications and Democratic Services 
confirmed that the thirty Members who would be affected by the proposed 
amendments had been contacted prior to the meeting. It was confirmed that 
there were no objections raised by Executive Members, Deputy Cabinet 
Members, or the relevant Chairs. However, concerns had been raised by 
former Executive Members.  

 
3. RESOLVED to agree that the proposed changes to the Committee’s terms of 

reference be presented to the Selection and Member Services Committee for 
discussion prior to presentation to County Council. 

 
177. Annual Governance Statement  
(Item 7) 
 

1. The General Counsel introduced the final draft of the Annual Governance 
Statement (AGS) for 2022/23. It was said that the format of the Statement, 
including the scheme of oversight, would be reviewed ahead of the publication of 
the AGS for 2023/24. With reference to the previous Internal Audit Findings 
report, a statement regarding compliance with the CIPFA Financial Management 
Code would be included in the final AGS for 2022/23 for the Section 151 Officer. 
It was said that the conclusions of the AGS for 2022/23 regarding required 
governance improvements were consistent with the prior year’s statement. 
However, the General Counsel highlighted that he had been supported by a team 
in addressing the actions identified and these actions were being progressed 
quicker than in previous years. It was emphasised that the written governance 
was sound, however, there remained the need for a stronger culture of good 
governance within KCC. 
 

2. In response to questions and comments from Members it was said that:  
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a) The General Counsel was confident that governance at KCC would be 
improved by carrying out the actions included in the AGS for 2022/23. A 
progress tracker would be available to Members as a real-time standing item 
in the Governance and Audit Committee Teams site. Members were told that 
the compliance of systems and processes could be measured, and the 
impacts of the actions on these areas would be reflected in reports to the 
Committee. The impact on cultures and behaviours was, however, difficult to 
measure.  

b) A number of Members raised concerns regarding the effectiveness of Cabinet 
Committees in their current form, with particular reference to the perceived 
lack of meaningful engagement during meetings and the length of agendas. 
The Cabinet Member for Communications and Democratic Services assured 
the Committee that the Governance Working Party Membership included 
Conservative backbenchers and Opposition Group representatives. In 
addition, the Governance Working Party would be consulting with all 
Members to discuss the relevant recommendations from the Grant Thornton 
Governance Review.  

 
3. RESOLVED to: 

 
a) Approve the Annual Governance Statement; and 
b) To delegate authority to the General Counsel to make any final, minor 

changes required prior to signature. Any major changes would be made in 
consultation with the Chair of the Governance and Audit Committee.  

 
178. External Audit Annual Report  
(Item 8) 
 

1. Ms Jo Taylor and Mr Paul Dossett introduced the report which analysed findings 
under financial sustainability, governance, and improving economy, efficiency, 
and effectiveness for 2022/23. There were significant weaknesses identified in all 
three areas including: an overspend and a history of under delivery against 
saving plans; a Limited Assurance Internal Audit finding for Financial Control in 
the Council; and an increase in Red rated corporate Key Performance Indicators 
(KPIs) for 2022/23 compared to 2021/22. Members were told that the auditors 
had considerable concerns about the Council’s financial position and 
arrangements for financial sustainability. It was said that the auditors would 
consider the robustness of proposals and reserves for the 2024/25 Revenue 
Budget and the 2024-27 High Level Financial Plan to determine whether statutory 
audit action was required.  
 

2. In response to questions and comments from Members it was said that:  
 
a) The time lag of audit means that the report relates to the 2022/23 year. Mr 

Dossett told Members that while the financial position of the Council had not 
seen significant improvement, the pace of the Council’s reaction and 
response to external audit findings was moving in a positive direction. It was 
expected that there would be improvements in the governance findings and 
the economy, efficiency, and effectiveness findings in the 2023/24 Annual 
Report.  

b) A tracker detailing the progress towards implementing the External Audit 
recommendations was in development and would be discussed further as 
part of the agenda setting process.  

c) The Deputy Leader and Cabinet Member for Finance, Corporate and Traded 
Services confirmed that while the Revised Draft Revenue Budget 2024-25 
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was balanced, the one-off measures used to balance the proposed budget 
would need to be replaced by an equivalent level of savings in 2025-26 and 
2026-27. The Council would consider all options, including the discontinuation 
of discretionary services, to secure the Council’s financial resilience and 
sustainability.  

d) Mr Dossett confirmed that there were innate pressures on Adult Social Care 
that were not unique to KCC. It was said that demand-led services were 
difficult to manage financially, however, the findings suggested that further 
work was required to reduce demand and manage the associated costs. The 
service had recently undergone a restructure and the Deputy Leader and 
Cabinet Member for Finance, Corporate and Traded Services had been 
assured that the new structure would address some of the challenges that 
they faced in the past.  

 
3. RESOLVED to note the report for assurance.  

 
179. External Audit Findings Report  
(Item 9) 
 

1. Mr Paul Dossett introduced the report which provided the Committee with an 
update on progress since the 23 November 2023 meeting. The external auditors 
aimed to complete the audit by the end of February 2024. It was said that the 
Council’s accounts were complicated, and that there were a number of technical 
accounting issues which were being resolved with officers. These did not have an 
impact on general fund balances.  
 

2. In response to questions and comments from Members it was said that:  
 
a) A tracking mechanism to demonstrate the implementation of the 

recommendations was in development. This would be circulated to the 
Committee for assurance.  

b) The Head of Financial Management confirmed that her team was in contact 
with the implementers of the replacement finance system to determine 
whether this was a viable option for journal authorisation.  

 
3. RESOLVED to note the report for assurance.  

 
At the conclusion of the meeting, Members requested that the Cyber Security appendix 
to the External Audit Finding report be considered in Part 2 of the March Governance 
and Audit Committee.  

 
180. Internal Audit Progress Report  
(Item 10) 
 

1. The Head of Internal Audit and the Audit Managers introduced the report which 
detailed summaries of completed Audit reports for the period September to 
December 2023. It was said that the overall implementation of agreed 
management actions had decreased from 50% in the previous reporting period to 
40%. This had been discussed with the Corporate Management Team and 
Internal Audit had requested a single point of contact in each directorate to liaise 
with on a regular basis to work towards improving the implementation rate.  
 

2. In response to questions and comments from Members it was said that: 
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a) The Internal Audit Team would provide Members with further information 
regarding ‘RB24-2024 – Property Infrastructure – Processes and Functions 
Transferred to KCC from Gen2 Follow-up’.  

b) The General Counsel said that there was an element of optimism bias in the 
original timeframes allocated to some of the management actions. However, 
the Chief Executive had emphasised to Corporate Management Team the 
importance of addressing the agreed actions currently in progress. The longer 
standing actions were being investigated in greater detail.  

c) The Corporate Director Growth, Environment and Transport confirmed that 
the management actions relating to his portfolio area were complex, however, 
these were being implemented. The Corporate Director was hopeful that 
these would be fully implemented by the date of the next Committee meeting.  

 
3. RESOLVED to note the Internal Audit Progress Report for the period September 

to December 2023. 

 
181. Counter Fraud Update  
(Item 11) 
 

1. The Head of Internal Audit told the Committee that the Counter Fraud Manager 
had received a special recognition award by the Fighting Fraud and Corruption 
Locally body for his influence in counter fraud in the local authority arena. 
Members congratulated the Counter Fraud Manager for this achievement.  
 

2. The Counter Fraud Manager introduced the report which detailed Counter Fraud 
activity undertaken for the period of September 2023 to December 2023, 
including reported fraud and irregularities. It also provided an update on the 
Counter Fraud Action Plan for 2023/24 covering reactive and pro-active activity. It 
was said that there had been an increase in irregularity referrals compared to the 
same period in 2022/23. The increase was mainly driven by a rise in the number 
of people claiming support from KCC and associated due diligence checks, and 
by greater Blue Badge enforcement action by District/ Borough Council Parking 
Enforcement Teams. Members were told that there had been a benchmarking 
exercise carried out with five other local authorities and this had put Kent County 
Council in a positive position in relation to the way in which the enforcement 
strategy is carried out.  

 
3. In response to questions and comments from Members it was said that: 

 
a) Regarding Counter Fraud resources, the Counter Fraud Manager said that 

the team were operating at capacity and having to close Blue Badge cases 
due to insufficient resources. Members were told that the Counter Fraud team 
were adjusting their strategy in order to prioritise the more costly cases and to 
ensure the approach was as robust as possible.  

b) The financial losses outlined in the reports were actual, recoverable losses. 
There were other metrics used by the Counter Fraud team regarding potential 
and prevented losses, however, these figures were not included in the report.  

c) The financial loss of £3,393 due to a fraudulent request to change bank 
details within payroll at a maintained school had been caused by a spear-
phishing attack. It was said that Artificial Intelligence was being used to 
strengthen these attacks. The review of KCC’s Artificial Intelligence policy had 
been completed and this was an area that was being monitored closely. 
Continued advice and training was being provided to schools.  

d) The Head of Internal Audit highlighted his concerns regarding the Counter 
Fraud resources and the wellbeing of the team given their extensive, rising 
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workload. It was said that this had been raised with the Corporate Statutory 
Officers.  

e) Fraud Awareness training sessions were being considered for all Members.  
 

4. RESOLVED to note the Counter Fraud Update report for 2023/24 and note the 
progress of the Counter Fraud Action Plan for 2023/24. 

 
182. East Kent Opportunities LLP  
(Item 12) 
 

1. The Executive Project Co-ordinator - East Kent Opportunities LLP introduced the 
paper which provided an annual report on East Kent Opportunities LLP, including 
an update on recent activity. It was highlighted that the performance of the 
company relied on the disposal of properties for development purposes. The 
company had been impacted by economic downturn following its inception in 
2008, however, it was now achieving the desired outcomes. Members were told 
that construction of commercial space on two of the three properties sold within 
the period had been completed.   
 

2. RESOLVED to note the report for assurance.  

 
183. Updated Financial Regulations and Scheme of Delegation  
(Item 13) 
 

1. The Acting Corporate Director Finance introduced the report which summarised 
the updated Scheme of Delegation and Financial Regulations, prior to approval 
by County Council. The intention of the review was to create a more concise, 
easy to follow document whilst retaining the required content. This aimed to 
address the issue of staff understanding and would be reinforced by a 
communication strategy and a training offer.  
 

2. RESOLVED to approve the revised Financial and Scheme of Delegation and 
recommend that they are presented to County Council for adoption. 

 
184. Schools Audit Annual Report 2022-2023  
(Item 14) 
 

1. The Assistant Director Education (South Kent) introduced the report which 
confirmed that there was a system of audit for schools, providing adequate 
assurance to the Chief Finance Officer over their standards of financial 
management and the regularity and propriety of their spending. 
 

2. In response to questions and comments from Members it was said that:  
 
a) Further information regarding the four schools in deficit would be provided to 

Members outside of the meeting. Members were assured that the Schools 
Financial Services worked closely with schools that were in a deficit position, 
and those identified through the monitoring process as being at risk of falling 
into deficit.  

b) During the period April 2022 to March 2023, 99 maintained schools were 
visited. The compliance programme set out the criteria of a school visit once 
every four years and, therefore, only a proportion of all maintained schools 
were visited for this audit period.  
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c) The comprehensive finance training programme for Headteachers, senior 
leaders, bursars and governors covered relevant issues and  ensured that 
these individuals were aware of the procedures in place.  
 

3. RESOLVED to note the contents of the report for assurance.  

 
185. Management Follow Up of SEND Transport Lessons Learned Review  
(Item 15) 
 

1. The General Counsel, Corporate Director of Children, Young People and 
Education, and Corporate Director for Growth, Environment and Transport 
introduced the report which provided an update on the significant work completed 
in response to the lessons learned report and the experience of families, both 
within the directorates and across the organisation. Members were told that a 
formal memorandum of understanding between KCC and Kent PACT had been 
implemented.  
 

2. The Cabinet Member for Education and Skills assured Members that he was of 
the view that this service was returning to business as usual. It was said that 
there had been good progress between the relevant directorates to identify cross-
directorate projects at the earliest interval. The Cabinet Member for Highways 
and Transport confirmed that there were good outcomes in terms of the provision 
of transport for September 2023.  
 

3. Members welcomed the report which had taken into account the concerns raised 
by the Committee at the November meeting.  
 

4. RESOLVED to:  
a) Note the update provided.  
b) Agree that the Committee will receive a report in 12 months’ time for 

assurance, including data analysis and commentary on the risk 
assessment and management of SEND Home to School Transport, with a 
section contributed by PACT including parental/carer views. 

 
186. Other items which the Chairman decides are urgent  
(Item 16) 
 
There were no matters arising.  

 
187. Internal Audit Progress Report  
(Item 17) 
 

1. The Head of Internal Audit and the Audit Manager introduced the report 
containing three progress reports: ‘ICT01-2024 – Single Data Platform Review’, 
‘ICT02-2024 – Artificial Intelligence’ and ‘ICT04-2023 – Disaster Recovery’. 
These were exempt under section 15.15(g) of the Constitution. It was confirmed 
that the conclusions of the audits were based on discussions throughout the audit 
process and took into consideration the management response in each case. 
 

2. RESOLVED to note the Internal Audit Progress Report for the period September 
to December 2023. 
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Item  
 

By: Roger Gough, Leader of the Council 

Amanda Beer, Chief Executive Officer 

To: Governance and Audit Committee – 19th March 2024  

 

Subject: Review of KCC’s Risk Management Policy, Strategy 
and Programme 

Classification: Unrestricted 

 

 
Summary:  

The Governance and Audit Committee reviews the Council’s Risk Management 
Policy & Strategy and Programme annually.   
 
The Governance and Audit Committee is asked to approve the Risk Management 
Policy & Strategy and note the review of the risk management programme. 
 
FOR DECISON 

 

1. Introduction and background 

 

1.1 As part of the Governance & Audit Committee’s terms of reference, KCC’s 
Risk Management Policy & Strategy is reviewed annually to ensure that it 
remains up to date and relevant.   

1.2 The document covers a rolling 3-year period to reflect the medium-term nature 
of the strategy.  This has not affected the requirement for the Policy & Strategy 
to be reviewed and approved annually. 

1.3 KCC’s Risk Management Policy & Strategy draws on best practice from 
several sources, in particular the UK implementation of the international 
standard for risk management, ISO 31000:2018 Risk management - 
Guidelines; the HM Treasury and Government Finance Function’s “Orange 
Book: Management of risk – Principles and Concepts”; and examples from 
other organisations.  The document is attached in appendix 1. 

1.4 The Council’s Risk and Delivery Assurance Team acts as corporate advisors 
of risk at a strategic level and has day-to-day responsibility for developing and 
co-ordinating risk management across the Council, providing advice, support 
and training and contributing to the ongoing reporting and analysis of risks.  
This also includes reinforcing KCC’s risk management framework throughout 
major change activity across the Council.  The team looks to continually 
improve and update corporate risk management procedures based on current 
best practice and lessons learned and has aligned its work plan with the 
objectives set out in the Policy & Strategy. 
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2. Supporting Procedures, Communication and Review 

2.1 The Risk Management Policy & Strategy is supported by a Risk Management 
Toolkit containing more detailed advice and guidance for managers, including 
a breakdown of risk management processes and other parts of the framework.   

 

3. Review of Risk Management Work Programme 2023 

3.1 The annual review of the KCC Risk Management Programme, set against the 
objectives and priorities laid out in the Risk Management Policy & Strategy, is 
outlined below: 

 

Objective / Action from 
Strategy 

Current Position and Latest Developments 

Integrating risk 
management practices into 
the Council’s decision 
making, business planning, 
performance and 
management activities, 
particularly focusing on 
robust analysis, scrutiny 
and evaluation of mitigating 
controls and further actions. 

 

The Risk and Delivery Assurance Team engages 
regularly with senior and middle managers, at an 
individual level and with management teams at 
corporate, directorate, divisional and increasingly at 
service level.  This involves facilitation, including 
challenge, regarding suitability and effectiveness of 
controls, upcoming actions and risk ratings.  More 
service level registers are being added to our risk 
management database to help provide improved 
visibility of more service based, operational risks. 
 
Risk Management messages are aligned with 
business planning processes and timelines.  The Risk 
and Delivery Assurance function has been involved 
with preparations for the 2024/25 business planning 
approach for the Council. 
 
Behavioural factors important for effective risk 
management are embedded in KCC values and 
cultural attributes – for example, effective risk 
management features as part of the list of corporate 
responsibilities outlined for all managers at grade KR 
12 and above. 
 
The Council’s Quarterly Performance Report, reported 
to Cabinet quarterly and County Council annually, 
contains a section on the Corporate Risk Register, 
including progress against mitigating actions.  Further 
work is planned, in conjunction with the Council’s 
Chief Analyst, to align performance and risk 
perspectives and reporting. 
 
The Risk and Delivery Assurance Team provides 
project management briefing sessions to support 
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those looking to attain Association of Project 
Management (APM) qualifications, helping to build 
capacity across the organisation to manage significant 
projects.  This has included colleagues in the Strategic 
Reset Programme Team. 
 

Utilising available business 
technology to aid visibility 
and analysis of key risk 
information across the 
organisation, including 
connectivity between risks. 

 

The Council’s Risk Management database is used to 
capture business risks across the Council, improving 
visibility and enabling better corporate oversight.  As 
of the end of February 2023, there were 515 open 
risks on the system (up from 423 last year) and the 
number of users has increased, with 85 edit access 
users and over 250 users who can view the system 
(including Internal Auditors to aid their audit activity).   
 
In February 2024, the database was significantly 
upgraded, providing a more user-friendly interface, as 
well as improved reporting capabilities.  A training and 
support package has been developed and run to aid 
effective use of the system. 
 
Thematic analysis takes place on cross-cutting risks,  
acting as a prompt for discussions around risk and 
control ownership and effectiveness of mitigations.   
 
MS Teams sites are established for key networks 
relating to Risk and Project Management, to offer a 
platform for people in those areas to share 
information, dilemmas and collaborate.  
 

Providing a varied risk 
management training and 
development offer for both 
officers and elected 
Members, as part of KCC’s 
broader Leadership and 
Management Strategy. 

 

A universal eLearning package relating to risk 
management is available to staff across the 
organisation, which is complemented by several 
webinars relating to different aspects of how risk is 
managed at KCC that are available to view on the 
Delta learning hub: 
 

 Managing Risk at KCC overview. 

 Project and Programme Risk. 

 Tools and Techniques for identifying risks. 

 Risk Assessment and Evaluation. 

 Risk Appetite, Tolerance and Escalation. 

 Risk Treatment. 

 Risk Monitoring, Review and Reporting. 

Bespoke risk management briefings / training 
sessions are provided either on request, or where the 
Head of Risk & Delivery Assurance feels it would be 
beneficial e.g. a briefing was provided for the SEND 
Partnership Delivery Group, outlining the proposed 
risk management arrangements relating to delivery of 
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the Accelerated Progress Plan, and the roles and 
responsibilities of that group and the supporting SEND 
Transformation Team.  
 
In February 2024, a briefing session was held for 
Governance & Audit Committee members on 
emerging risks, in collaboration with Internal Audit and 
opportunities for Member training and development 
more broadly will be explored in the coming year. 
 
 

 

Embedding risk 
management arrangements 
within major change 
activities across the council 
and developing an 
integrated approach to their 
assurance. 

 

 
The Risk and Delivery Assurance Function 
works closely with the Strategic Reset Programme 
(SRP) Team to understand key risk themes, mitigate 
risks and improve delivery confidence to get 
programmes working in the right way to deliver 
successfully. Delivery confidence recommendations 
are provided on business cases whilst in 
development. 
 
The team also has an open invitation to attend the 
Corporate Management Team SRP Programme 
Board items where there could be significant risks 
discussed. 
 
The SRP, Risk and Delivery Assurance and Internal 
Audit teams also take an integrated assurance 
approach, working together on risk management, 
business case development and programme 
governance.  One example is collaboration between 
the Risk and Audit functions on the Enterprise 
Business Capabilities Programme. 
 
There is regular cross-referencing between 
programme risks and mitigations with the Corporate 
Risk Register.  
 

 

Reviewing the Council’s risk 
appetite to ensure it 
remains aligned with 
strategic objectives, while 
promoting a wide 
understanding of how it 
translates into tolerance 
levels within service or 
programme settings. 

 

 

The Council’s overarching risk appetite statement is 
outlined in the KCC Risk Management Policy & 
Strategy, and this has been updated to build in key 
risk considerations arising from the Council’s Budget 
Recovery Strategy – Securing Kent’s Future. 
 
This is supported by practical guidance for managers 
regarding risk appetite and tolerance within the Risk 
Management toolkit.   
 
It is important that conversations about risk appetite 
continue as our risk environment evolves, as integral 
aspects of strategy development, budgeting and 
decision-making on an ongoing basis. 
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Intelligence sharing and 
collaboration between risk 
management and 
assurance disciplines 
across all Council activities, 
consolidating ongoing 
learning, experience, and 
knowledge.  This includes 
ensuring understanding of 
how each of the “three lines 
of assurance” contributes to 
the overall level of 
assurance required and 
how these can be best 
integrated and mutually 
supportive.   

 

The Risk and Assurance Function has a positive, 
collaborative working relationship with the Internal 
Audit and Counter-Fraud function, sharing intelligence 
on findings from risk reviews; on activities such as 
assurance mapping; as well as liaising to prevent 
duplication and complement each other’s work in 
instances where the Internal Audit function is offering 
consultancy-type services.  The Head of Risk and 
Delivery Assurance is a recipient of finalised audit 
reports to enable reviewing of issues and 
consideration of the associated risks, including how 
they feature in the risk profile. 
 
As part of a KCC Risk Management network the lead 
officers for risk specialisms i.e., Health & Safety, 
Resilience and Emergency Planning, Information 
Resilience and Transparency, Insurance, as well as 
Internal Audit and Counter Fraud meet to share 
intelligence and align activities where possible.   
 
Work on Key Risk Indicators is progressing in 
conjunction with directorate Management Information 
leads and the corporate Analytics and Performance 
function, to align with business planning and 
performance management processes.  Further work 
will be taking place in 2024/25 to more explicitly link 
these indicators to risks and controls.   
 
Representatives from the Risk and Delivery 
Assurance Team are assigned to working groups 
associated to key risk areas for oversight and to offer 
a corporate perspective.  Examples include 
involvement in cross directorate groups relating to 
information governance, business continuity / 
resilience and the PREVENT agenda.   
 

Operating sound and 
transparent risk 
management arrangements 
with our partners and 
providers, underpinned by a 
culture that supports 
collaboration and the 
development of trust, 
ensuring clarity of risk and 
control ownership and 
striking a proportionate 
balance of oversight of 
partner / provider risks 
without being over-
constrictive.  

 
The Team has been liaising with the Council’s 
Commercial and Procurement function, as well as 
Commissioning teams in directorates, to ensure 
continued visibility of key risks since the 
Commissioning and Procurement redesign.   
 
Many of our corporate / strategic risks involve working 
with partners and providers to mitigate risks. For 
example, members of the Risk and Delivery 
Assurance Team have been liaising with KCC senior 
management and partners on risks relating to the 
SEND agenda, as well as those involving market 
pressures / forces e.g. in social care settings. 
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Communicating relevant 
risk messages to the 
organisation in a timely 
manner, listening and 
responding to feedback 
received.  

 

 
Key messages are communicated via regular 
engagement with management teams at corporate, 
directorate, divisional / service levels. 
 
Messages are sent out to promote new initiatives or 
training and Microsoft Teams sites are also being 
used to communicate targeted messages to Risk or 
Project Management networks. 
 
A refreshed Risk Management communications plan 
is being devised. 
 

Subjecting KCC’s risk 
management arrangements 
to regular review to 
determine their continued 
adequacy and 
effectiveness.   

 

A comprehensive audit of Risk Management 
arrangements was conducted by Internal Audit during 
2023 and presented to Governance & Audit 
Committee.  A “Substantial” audit opinion was given, 
with “Good” prospects for improvement.  Planning for 
the next audit is underway. 
 
The Head of Risk and Delivery Assurance chairs a 
regional Risk Management Network where good 
practice and ideas are shared, allowing for informal 
benchmarking against other local authorities.  This is 
also a useful forum for horizon scanning. 
 
The Risk and Delivery Assurance Team has 
membership of the national Association of Local 
Authority Risk Managers (ALARM), with access to 
resources, best practice etc, which includes corporate 
membership to enable broader sharing of resources. 
 

 

 
 
3.2 Work against these medium-term objectives will continue to be built into the 

Risk and Delivery Assurance function’s work plans for 2024-25, as it looks to 
target its resources on areas of greatest value. 

 

 

4. Recommendations    

     

4.1 Members of the Governance and Audit Committee are asked to: 

 

a) APPROVE the Risk Management Policy & Strategy 2024-2027; and 

 

b) NOTE the report on the Risk Management Programme for assurance  
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Report Author: 
 
Mark Scrivener 
Head of Risk and Delivery Assurance  
mark.scrivener@kent.gov.uk 
 

Relevant Director: 

David Whittle, Director of Strategy, Policy, Relationships and Corporate 
Assurance 
david.whittle@kent.gov.uk 
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POLICY OWNER: 

David Whittle 
Director Strategy, Policy, Relationships and Corporate Assurance 
Sessions House, Maidstone 
David.whittle@kent.gov.uk   
03000 416833 
 
 
POLICY AUTHOR: 

Mark Scrivener 
Head of Risk and Delivery Assurance 
Sessions House, Maidstone 
mark.scrivener@kent.gov.uk 
03000 416660 

 

 

 

 

 

 

 

 

Review Process: 

This Risk Management Policy is mandatory and is subject to approval by the 
Governance and Audit Committee on behalf of the County Council. It will be reviewed 
annually by the Policy Owner to check efficient and effective operation – reporting 
any recommendations for change to the Corporate Management Team and Cabinet 
Members prior to agreement of revisions by the Governance and Audit Committee. 
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1. Statement of Commitment 
 
1.1 The Cabinet and the Corporate Management Team are committed to effective 

risk management and see it as a key part of KCC’s responsibility to deliver 
effective public services to the communities within Kent.  

 
1.2 There is a shared commitment to embedding risk management throughout the 

organisation, promoting a positive risk culture and making it a part of everyday 
service delivery and decision-making, ensuring that sufficient resources are 
allocated.  This includes fostering an environment that embraces openness, 
supports integrity, objectivity, accountability and transparency in the 
identification, assessment and management of risks, welcoming constructive 
challenge and promoting collaboration, consultation and cooperation.  We 
must invite scrutiny and embrace expertise to support decision-making, invest 
in the necessary capabilities and seek to continually learn from experience. 

 
1.3 By implementing sound management of our risks and the threats and 

opportunities that flow from them we will be in a stronger position to deliver our 
organisational objectives, provide improved services to the community, 
achieve better value for money and demonstrate compliance with the Local 
Audit and Accounts Regulations.  Risk management will therefore be at the 
heart of our good management practice and corporate governance 
arrangements.   

 
1.4 Risk management enhances strategic planning and prioritisation, assists in 

achieving objectives and strengthens the ability to be agile to respond to the 
challenges faced.  To meet our objectives, improve service delivery and 
achieve value for money for the residents of Kent, risk management must be 
an essential and integral part of planning and decision-making. 

 
 
2. Purpose and Scope of the Policy and Strategy 
 
2.1 The aim of this Risk Management Policy and Strategy is to support the 

delivery of organisational aims and objectives through effective management 
of risks across the Council’s functions and activities, applying appropriate risk 
management processes, analysis and organisational learning.   

 

2.2 It explains our approach and outlines the principles of risk management, as 

well as clarifying risk management roles and responsibilities across the 

council. This document is aligned with the Council’s key organisational 

strategies and plans and is part of our risk management framework.  

2.3 This policy applies to all of KCC’s core functions.  Where KCC enters into 

partnerships the principles of risk management established by this policy and 

supporting guidance should be considered as best practice and applied where 

possible.  It is also expected that our significant contractors have risk 

management arrangements at a similar level, which should be established and 

monitored through commissioning processes and contract management 

arrangements. 
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2.4 This document draws on several sources.  This includes the Cabinet Office 
publication Management of Risk: Guidance for Practitioners manual; the most 
recent HM Treasury publication “The Orange Book: Management of Risk – 
Principles and Concepts”; and is informed by the UK implementation of the 
international standard for risk management BS ISO 31000: 2018. 

 

2.5 There are different but aligned risk management processes that are applied at 

different levels within the organisation.  Risk specialists are embedded across 

the organisation in areas such as Health and Safety; Treasury Management; 

Emergency Resilience and Business Continuity; Insurance; Information 

Security and Governance; Counter-Fraud etc.  These specialist risk areas 

each have their own policies, procedures and processes that are built into the 

governance arrangements of the council so that work is coordinated within the 

council’s overall risk management framework. 

2.6 The Policy and Strategy is supported by a Risk Management Toolkit that 
guides, supports and assists staff in achieving successful risk management. 

 
 
3. Risk Definitions 
 
3.1 Risk is defined as, “The effect of uncertainty on objectives.  It can be positive, 

negative or both and can address, create or result in opportunities and 
threats.”  

 
3.2 Risk management is defined as: “Co-ordinated activities to direct and control 

an organisation with regard to risk.”  
(BS ISO 31000:2018 Risk Management Guidelines) 

 
 
4. Risk Management Strategy 
 

4.1 The operating environment for local government has become increasingly 

challenging over the past decade, in terms of growing and complex service 

demand, cost inflation, recruitment and retention difficulties, additional 

statutory requirements (often without sufficient levels of funding to support 

changes) and increasing resident expectations, all set against a backdrop of 

local government funding restraint.  This continuing trend requires greater 

collaboration, system-wide planning and a strong understanding of risk across 

public services.   

4.2 The pressures on local government finances have become particularly acute 

now, with several authorities over recent years issuing Section 114 (S114) 

notices under the 1988 Finance Act; essentially a statutory stop on all non-

essential spending. In addition to these sector-wide concerns, there are some 

challenges unique to KCC that compound the pressures the Council is facing, 

for example, as a result of Kent’s strategic location as the Gateway to Europe 

and main entry point into the UK through the Short Straits channel crossings. 

4.2 In addition, economic disruption from the aftermath of the coronavirus 

pandemic and from the Ukraine war, high levels of inflation and severe labour 
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shortages have had a massive impact on the council's services and finances.  

These factors allis affects  the risk environment, which is likely to be  volatile, 

complex and ambiguous for a number of years.  The risks arising in this 

environment will often have no simple, definitive solutions and will require 

whole-system-thinking, aligned incentives, positive relationships and 

collaboration, alongside relevant technical knowledge, to support multi-

disciplinary approaches to their effective management. 

 
4.3 Securing Kent’s Future – KCC’s Budget Recovery Strategy, highlights the 

scale of the change required to deliver its aims and the importance of the 
Council being cognisant of the wider risks that may materialise, including: 

 

• Delivery Risk: Securing Kent’s Future will require the organisation to 
undertake multiple savings and transformation programmes concurrently, 
whilst also delivering business as usual activity. 
 

• Risk transfer to system and partners: The council’s services do not exist in 
isolation, but in many cases are part of an interdependent ‘system’ across a 
wider network of public, voluntary, social, and private sector partners. 

 

• Regulatory risk: Many of the council’s services are subject to regulation and 
inspection by third party organisations established such as Ofsted and Care 
Quality Commission (CQC). The inspection frameworks used by such 
regulators are often focussed on professional practice, service quality, client 
relationships, and outcomes for clients/individuals. The financial position of 
the service, or indeed the council, is often assumed or ignored within these 
regulatory frameworks, and little to no account is taken about the financial 
resources or capacity of the council to meet demand to the standards 
expected. 

 

• Risk of legal and other challenge: the potential risk that where the council 
makes decisions that secure Best Value, the possibility of legal or other 
challenge from interested third parties will increase.  
 

4.4 Given the above, in delivering Securing Kent’s Future the council is required to 
increase its risk appetite to successfully mitigate the significant financial risk it 
currently faces, while also continuing to The operating environment will also 
require the Council to continually review its risk appetite, not only to ensure 
the right balance is struck between risk, innovation and opportunity, but to 
consider how much control can be exerted over risks, many of which cannot 
be directly mitigated by the Council alone. 

 
 4.5 In the context of continual and fast-paced change in a challenging financial 

context, our elected Members will need to make challenging policy and 
budgetary decisions, while maintaining a longer-term view, so officers will 
need to provide the right balance of evidence, insight, advice and 
understanding of risk and opportunity. 
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5. Risk Management Objectives 
 
5.1 In support of the Council’s governance and internal control arrangements and 

achievement of KCC’s objectives, the Council is committed to: 
 

• Managing risk in accordance with good practice and sound governance 
principles. 

• Embedding effective risk management into the design, values and culture of 
the council. 

• Integrating the identification and management of risk into policy and 
operational decisions. 

• Proactively anticipating and responding to changing social, economic, political, 
environmental, legislative and technological requirements that may impact on 
delivery of our objectives. 

• Eliminating or reducing negative impacts, disruption and loss from current and 
emerging events. 

• Harnessing risk management to identify opportunities that current and 
emerging events may present and maximise benefits and outcomes. 

• Managing risks in line with risk appetite. 
• Promoting openness and transparency in risk management processes. 
• Raising awareness of the need for risk management by all those connected 

with the Council’s delivery of services. 
 

5.2 KCC will achieve these aims by: 

• Integrating risk management practices into the Council’s decision making, 
business planning, performance and management activities, particularly 
focusing on robust analysis, scrutiny and evaluation of mitigating controls and 
further actions. 

• Utilising available business technology to aid visibility and analysis of key risk 
information across the organisation, including connectivity between risks. 

• Providing a varied risk management training and development offer for both 
officers and elected Members, as part of KCC’s broader Leadership and 
Management Strategy. 

• Embedding risk management arrangements within major change activities 
across the council and developing an integrated approach to their assurance. 

• Reviewing the Council’s risk appetite to ensure it remains aligned with 
strategic objectives, while promoting a wide understanding of how it translates 
into tolerance levels within service or programme settings. 

• Intelligence sharing and collaboration between risk management and 
assurance disciplines across all Council activities, consolidating ongoing 
learning, experience and knowledge.  This includes ensuring understanding of 
how each of the “three lines of assurance” contributes to the overall level of 
assurance required and how these can be best integrated and mutually 
supportive.   

• Operating sound and transparent risk management arrangements with our 
partners and providers, underpinned by a culture that supports collaboration 
and the development of trust, ensuring clarity of risk and control ownership 
and striking a proportionate balance of oversight of partner / provider risks 
without being over-constrictive.  
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• Communicating relevant risk messages to the organisation in a timely manner, 
listening and responding to feedback received.  

• Subjecting KCC’s risk management arrangements to regular review to 
determine their continued adequacy and effectiveness.   

 
 
6. Risk Management Principles and Framework 
 

6.1 As an integral part of our management systems, and through the normal flow 

of information, our risk management framework harnesses the activities that 

identify and systematically anticipate and prepare successful responses. 

6.2 The framework is designed to support a comprehensive view of the risk 
profile, aggregated where appropriate, in support of governance and decision-
making requirements.  It supports the consistent and robust identification and 
management of risks within desired levels across the organisation, supporting 
openness, challenge and innovation in the achievement of objectives.   

 
6.3 There are five key principles of risk management that provide the basis on 

which KCC will manage risk: 
 
A. Governance and Leadership – risk management shall be an essential 
part of governance and leadership, and fundamental to how the organisation 
is directed, managed and controlled at all levels. 
B. Integration – risk management shall be an integral part of all 
organisational activities to support decision-making in achieving objectives. 
C. Collaboration and Best Information – risk management shall be 
collaborative and informed by the best available information. 
D. Structured Processes – risk management processes are recognised as 
iterative in practice, rather than sequential, and shall be structured to include: 

• Risk Identification and Assessment – to determine and prioritise how the 

risks should be managed.   

• Risk Treatment – the selection, design and implementation of risk 

treatment options that support achievement of intended outcomes and 

manage risks to an acceptable level. 

• Risk Monitoring – the design and operation of integrated, insightful and 

informative risk monitoring. 

• Risk Reporting – timely, accurate and useful risk reporting to enhance the 

quality of decision-making and to support management and oversight 

bodies in meeting their responsibilities. 

E. Continual Improvement – risk management shall be continually improved 
through learning and experience. 
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7. Risk Management Processes 
 
 
Risk Identification and Assessment 
 
7.1 The aim of risk identification is to recognise and articulate the risks that may 

help or prevent KCC to achieve its objectives.  It is particularly relevant to 
consider new or emerging risks alongside business planning and strategy 
formulation processes. 

 
7.2 There are several risk perspectives: 
 

Corporate - Those risks, which if they occurred, would have a major impact on 
the organisation or delivery of its priorities.  Corporate risks also include cross-
cutting risks that impact across directorates. 
   
Change related (Programme / Project) – where we are exposed to risks that 
could affect our ability to successfully complete the desired transformational 
outcomes or deliver predefined outputs that enable us to deliver outcomes and 
realise benefits. 
 
Operational / Service / Contract – where we are exposed to risks that could 
affect our control and ability to successfully and continually deliver or 
commission services to our service users / residents. 
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7.3 The following factors, and the relationship between these factors, should be 
considered when identifying risks: 

• Changes in the external and internal context 

• Causes and events 

• Consequences and their impact on objectives 

• Threats and opportunities 

• Vulnerabilities and capabilities 

• Uncertainties and assumptions within options, strategies, plans or 

initiatives 

• Indicators of emerging risks 

• Limitations of knowledge and reliability of information 

• Time-related factors 

• Any potential biases and beliefs of those involved. 

7.4 Risks should be identified whether or not their sources are under KCC’s direct 
control, as they have the potential to impact on achievement of objectives, 
causing great damage or creating significant opportunity. 

 
 
Risk Analysis 
 
7.5 The aim of risk analysis is to build understanding of the nature of risk and its 

characteristics, including, wherever possible, the level of risk.  It involves 
consideration of uncertainties, risk sources, consequences, likelihood, events, 
scenarios, controls and their effectiveness. Analysis techniques can be 
qualitative, quantitative or a combination of these, depending on the 
circumstances and intended use. 

 
7.6 Risk Analysis considers factors such as: 
 

• the likelihood of events and consequences occurring 

• the type and scale of consequences  

• complexity, connectivity and volatility 

• time-related factors 

• the effectiveness of existing controls 

• sensitivity and confidence levels 

7.7 KCC uses a common set of risk criteria to foster consistent interpretation and 
application in defining the level of risk, based on the assessment of the 
likelihood of the risk occurring and the consequences should the event 
happen. Below is KCC’s 5x5 Risk Matrix used to determine risk ratings 
(outlined below), where the likelihood score is multiplied by the impact score to 
achieve an overall rating of between 1 and 25: 
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1 

Low 

2 

Low  

3 

Low 

4 
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5 

Low 

RISK RATING 
MATRIX 

1 2 3 4 5 

Minor Moderate Significant Serious Major 

 Impact 

 
 
7.8 Providing sufficient information is known, during assessment each risk is to be 

assigned a ‘current’ and ‘target’ risk rating.  The ‘current’ risk rating refers to 
the current level of risk, taking into account any mitigating controls already in 
place and their effectiveness.  The ‘target’ rating represents what is deemed to 
be a realistic, deliverable level of risk to be achieved once any additional 
actions have been put in place.  Depending on our risk appetite and the level 
of direct control we have over the risk, the aim may be to contain the risk at 
the current level. 

 
7.9 For risks that are judged to have reached their ‘target’ residual level, the Risk 

Owner and appropriate management team may wish to manage the risk at a 
lower level, unless management wishes to continue to monitor effectiveness of 
controls as part of the regular and structured risk management process.  
Alternatively, the risk can be withdrawn if it is no longer judged as relevant or 
significant. 

 

7.10 Risk assessments and heat maps used for more conventional risks should be 

complemented by structured, creative discussions across services that bring 

different and collaborative risk perspectives on a topic. This will help us to 

better identify emerging risks and understand potential risk trajectories as well 

as ‘knock-on’ effects. 

 
 
Risk Evaluation 
 
7.11 Once analysed, risks will be evaluated to compare the results against the 

nature and extent of risks that the organisation is willing to take or accept to 
determine where and what additional action is required. 
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Risk Appetite, Tolerance and Escalation 
 

7.12 Kent County Council recognises that risk is inherent in delivering and 

commissioning services and does not seek to avoid all risk, but instead aims 

to have an ‘open’ approach to risk, appropriately balancing risk against 

reward, with risks managed in a proportionate manner. 

7.13 This will require an approach that allows flexibility and support for well-
informed and considered risk taking, promoting transparency and effective risk 
management, while maintaining accountability.  While risks defined as ‘high’ 
are to be managed down to a tolerable level wherever possible, it is important 
that risks across the Authority are not over-controlled. 

7.14 It is not realistic for the County Council, with its diverse range of services and 
duties, to have just one definitive application of risk appetite across the entire 
organisation.  Instead, risk appetite is expected to be considered and reflected 
in the development of policies, regulations and strategies of the Council that 
will need to be reviewed at appropriate intervals. risk appetite should be set 
with reference to the strategy for service delivery in each particular area.  
However, examples of risks that would be seen as intolerable are those that 
are likely to: 

 

• Adversely impact the financial security or resilience of the Council. 

• Negatively affect the safety of our service users, residents or employees. 

• Endanger the future operations of the County Council (i.e. by exceeding 
the risk capacity of the organisation – the amount of risk that the Authority 
can bear). 

• Lead to breaches of laws and regulations. 

• Severely damage the Authority’s reputation. 

 

7.15 In addition, to aid managers in understanding what risks are acceptable, our  
appetite for risk is implicitly defined within our standard for determining risk 
levels (see section 7.7 above).  Risks rated as “High” will be deemed to have 
exceeded tolerance levels and will be subject to escalation by the Risk Owner 
to the next management level for review and action.  The target rating for a 
risk is expected to be ‘medium’ or lower.  In the event that this is not deemed 
realistic in the short to medium term, this shall be discussed as part of the 
escalation process, and this position regularly reviewed with the ultimate aim 
of bringing the level of risk to a tolerable level. 
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Risk Escalation, Consolidation and Aggregation 

 
 
7.16 Depending on the nature of the risk and availability of objective risk measures, 

tolerances will be agreed for Key Risk Indicators.  Breaching those tolerances 
will mean increasing or decreasing the risk rating accordingly.  

 
 
Risk Treatment 
 
7.17 Potential benefits derived in relation to the achievement of objectives are to be 

balanced against the costs, efforts or disadvantages of implementation. 
 
7.18 Justification for the design of risk treatments and the operation of internal 

control is broader than solely financial considerations and should consider all 
of the organisation’s obligations, commitments and stakeholder views. 

 
 
 
 
Risk Monitoring 
 

7.19 The frequency of risk assessment, analysis and review should be a function of 

how fast risks are emerging and the level of their materiality rather than 

determined by traditional institutional administrative cycles.  

7.20 However, as a minimum, risks should be reviewed every 3 months, with risks 

rated as ‘High’ subject to more detailed and frequent monitoring.  It is 

expected that in addition to the timely reviewing of individual risks by risk 

owners, key risks are subject to structured collective discussion by 

management teams, focusing on changes to the existing risk profile, trends 

and any emerging risks.  
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7.21 The Head of Risk & Delivery Assurance Corporate Risk Manager may initiate 

a review of a corporate risk if it is felt that either external or internal changes 

are likely to impact on the level of risk exposure for the council.  

7.22 Ongoing monitoring should support understanding of whether and how the risk 
profile is changing and the extent to which internal controls are operating as 
intended to provide reasonable assurance over the management of risks to an 
acceptable level in the achievement of organisational objectives. 

 
Risk Reporting 
 
7.23 Senior Officers and elected Members must receive unbiased information 

about the organisation’s principal risks and how management is responding to 
those risks. 

 
7.24 Reporting will take into account differing stakeholders and their specific 

information needs and requirements; cost, frequency and timeliness of 
reporting; method of reporting; and relevance of information to organisational 
objectives and decision-making. 

 

7.25 As a public service body, it is imperative that we demonstrate transparency 

and accountability for managing the risks that impact on our staff, service 

users and residents.  Therefore, our corporate risks shall be reported regularly 

in public forums.   

7.26 The Corporate Risk Register is to be presented to Cabinet annually after its 
more formal annual refresh, in addition to any occasion where there has been 
a significant change to the Council’s overall risk profile.   

 
7.27 The Corporate Risk Register is also to be reported to the Governance & Audit 

Committee six-monthly for assurance purposes, alongside a summary of 
directorate risks.   

 
7.28 Corporate Risks are subject to “deep dive” reviews by Corporate Board and 

the Governance & Audit Committee, with those responsible for the 
management of risks present, at an appropriate frequency, depending on the 
nature of the risk.  

 
7.29 Progress against objectives set out in this Policy and Strategy will be reported 

to the Governance & Audit Committee annually. 
 
 
8. Cultural Factors 
 

8.1 Human behaviour and culture significantly influence all aspects of risk 

management at each level and stage.  Several vital elements of an effective 
culture for risk are embedded within our organisational values and cultural 
attributes that we strive for as an organisation.  In particular: 

 
• KCC Values 

o We are brave. We do the right thing, we accept and offer challenge 

o We are curious to innovate and improve 
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o We are strong together by sharing knowledge 

• KCC Cultural Attributes 
o Flexible/agile – willing to take (calculated) risks 
o Empowering – our people take accountability for their decisions and 

actions 
o Curious – constantly learning and evolving  

 
9. Review of this Policy 
 
9.1 It is the responsibility of the Governance and Audit Committee to: ‘On behalf of 

the Council ensure that risk management and internal control systems are in 
place that are adequate for purpose and are effectively and efficiently 
operated.’ Internal Audit will support their role in assuring its effectiveness and 
adequacy.  

 
9.2 Information from Internal Audit and from other sources will be used to inform 

recommended changes to the policy and framework at least annually. Any 
changes will be presented to the Governance and Audit Committee for 
approval before publication. 

 

 

 

 

10. Roles and Responsibilities 
 

Group or 
Individual 

Responsibilities 

Elected 
Members of the 
County Council 

Seek to explore, understand and scrutinise risks in the process of 
formulating policy and decision making. 

Governance & 
Audit 
Committee 

On behalf of the County Council, ensure that risk management 
and internal control systems are in place that are adequate for 
purpose and are effectively and efficiently operated.  Includes 
approval of KCC’s Risk Management Policy & Strategy on behalf 
of County Council. 
 

Cabinet Responsibility for the operation of the risk management 
framework, including the establishment of the Council’s risk 
appetite. 

Cabinet 
Members 

Responsibility for the effective management of risk within 
respective portfolio areas and ensuring that risks are considered in 
all decisions they make. 
 

Cabinet 
Portfolio Holder 
for Corporate 
Risk 

 
 
Ensure effective risk management arrangements are put in place. 

Cabinet 
Committees 

To provide pre-decision scrutiny to ensure that due consideration 
is given to associated risks. 
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Chief Executive 
Officer 

Ensure that overall management attention, effort and controls are 
commensurate to risk and opportunity across the Council’s 
functions and activities. 
 
Ensure governance arrangements provide appropriate oversight 
and effective risk management of core programmes and activities 
to enable the best approach to resource stewardship for the 
Council. 
 
 

Corporate 
Director 
Finance 
(Section 151 
Officer)  

Active involvement in all material business decisions to ensure 
immediate and longer-term implications, opportunities and risks 
are fully considered. 

Corporate 
Management 
Team (CMT) 

Adopt the Risk Management Policy and Strategy, ensuring the 
Council manages risks effectively. 
Actively consider, own and manage key strategic risks affecting 
the Council through the Corporate Risk Register. 
Promote and demonstrate the behaviours and values that support 
well-informed and considered risk decision-making.   
Promote the integration of risk management principles into the 
culture of the Council and its partners. 
 

Directorate 
Management 
Teams (DMTs) 

Responsibility for the effective management of risk within the 
directorate, including risk escalation and reporting to the 
Corporate Management Team as appropriate. 

Divisional 
Management 
Teams 
(DivMTs) 

 
Responsibility for the effective management of risk within the 
division, including risk escalation and reporting to the Directorate 
Management Team as appropriate. 
 

Corporate Risk 
ManagerHead 
of Risk and 
Delivery 
Assurance 

Promote a positive risk management culture within KCC, 
developing and implementing the risk management framework 
and strategic approach and continuing to develop and embed an 
effective infrastructure for managing and reporting risk. 

Facilitate maintenance of an up to date Corporate Risk Register 
and provide reports on corporate risk to Governance & Audit 
Committee, Cabinet Members and the Corporate Management 
Team.  

Facilitate the risk management process within the Council and 
advise on developments on risk management.  Assist key 
individuals with implementing and embedding risk within key 
Council areas and provide guidance, training and support as 
required. 
 

Corporate Risk 
TeamRisk and 
Delivery 
Assurance 
function 

Act as corporate advisors of risk at a strategic level. 

Day-to-day responsibility for developing and co-ordinating risk 
management across the Council, providing advice, support and 
training and contributing to the ongoing reporting and analysis of 
risks. 
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Develop oversight, transparency and coordination of major change 
activity across the Council, including reinforcing KCC’s risk 
management framework throughout major change activity. 

Continually improve and update corporate risk management 
procedures based on current best practice and lessons learned. 

 

Internal Audit Assess the effectiveness of the risk management framework and 
the control environment in mitigating risk. 
 

Directors and 
Managers 

Ensure that effective risk management arrangements are in place 
in their areas of responsibility to ensure the Council’s exposure is 
at an acceptable level. 

Promote and demonstrate the behaviours and values that support 
well-informed and considered risk taking, while maintaining 
accountability. 

Encourage open and frank conversations about risks, ensuring 
appropriate reporting and escalation as required. 
 

All elected 
Members and 
Staff Members 

Identify risks and contribute to their management as appropriate.  
Report inefficient, unnecessary or unworkable controls.  Report 
loss events or near-miss incidents to management. 

 

In relation to individual risks: 

 

Risk Owner Named individual or role who is accountable for the management 
and control of all aspects of the risks assigned to them, including 
determining, authorising, implementing and monitoring the 
selected controls and actions to address the threats and maximise 
the opportunities. 

Control Owner The individual or group accountable for ensuring or providing 
assurance that the specified management control is effective and 
fit for purpose. 

Action Owner A nominated owner of an action to address a risk.  Required to 
manage action on the risk owner’s behalf and to keep them 
apprised of the situation.   
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By:
  

 

James Flannery – Counter Fraud Manager 

To: Governance and Audit Committee – 19th March 2024 
 

Subject: 
 

Policy Review: 
Anti-Money Laundering Policy 
Anti-Bribery Policy 
Anti-Fraud and Corruption Strategy 
 

Classification: 
 

Unrestricted 

 
Summary:  
This report details: 
 

• Updates to key policies following a review against changes in legislation and guidance. 

• Draft Action Plan to ensure relevant procedures are in place to prevent fraud being 
committed by KCC  

 
Recommendation: To agree amendments to the Policies  
 

 
Introduction  

1.1 As part of Internal Audit & Counter Fraud corporate service, the biennial review of key Policies has 
been conducted.. 
 

1.2 The following provides a summary of changes to each of the policies, with the actual amended 
Policies attached as Appendixes: 

 
 

Policy Key updates 

Anti-Money 
Laundering Policy 
Appendix 1 

No changes in legislation or guidance have been identified as part of this policy 
review. 
 
The assessed risk is still low due to the low amount of cash Kent County Council 
receives that are from known cash income sources and low volumes and low 
amounts of refunds being made. 
 
There have been some minor amendments to only have the position within the 
Council of the Money Laundering Officer and Deputy Money Laundering Officer 
rather than name, email address and telephone number.   It is recommended 
this Policy is reviewed every two years or when there is a relevant change in 
legislation/ guidance whichever is sooner. 
 

Anti-Bribery Policy 
Appendix 2 

No changes in legislation or guidance have been identified as part of this policy 
review. 
 
Updates to the Top Level Commitment to outline the Corporate Directors 
responsibility on ensuring compliance with the policy and the need to assess 
and mitigate bribery risks in their area.  
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No changes are required, it is recommended this Policy is reviewed every two 
years or when there is a relevant change in legislation/ guidance whichever is 
sooner. 
 

Anti-Fraud & 
Corruption Strategy 
Appendix 3  

Updated to reflect the failure to prevent offence as a risk to KCC. 
 
Updated terminology to reflect the change of Head of Paid Service to Chief 
Executive Officer  
 
Add requirement for management to capture relevant fraud and error risks within 
their Directorate/ service risk registers. 
 
 

Draft - Failure to 
Prevent Action 
Plan 
Appendix 4 

A draft Action Plan to start identifying the relevant actions needed to ensure 
relevant procedures are in place to help prevent fraud being committed by KCC.  
 
 

 
 

Recommendations 
 
1.3 To agree and approve the updates to the Policies.  

 
1.4 To note the Draft Failure to Prevent Action Plan.   

James Flannery, Counter Fraud Manager 

03000 416092,  james.flannery@kent.gov.uk  

February 2024 
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Original     
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1. Introduction 

1.1. Kent County Council has a zero tolerance policy concerning money laundering 

and is committed to the highest standards of conduct.   

1.2. The Proceeds of Crime Act (POCA) 2003, the Terrorism Act 2000 and the 

Money Laundering, Terrorist Financing and Transfer of Funds (Information on 

the Payer) Regulations 2017 place obligations on Kent County Council and its 

employees to ensure that procedures are in place to prevent the Council’s 

services being used for money laundering. 

1.3. This policy sets out the process to minimise the risk, as well as provide 

guidance on the Council’s money laundering procedures. Adhering to this 

policy and guidance will protect employees from the risk of prosecution if an 

employee becomes aware of money laundering activity while employed by the 

Council.   

1.4. The policy is not intended to prevent customers and service providers from 

making payments for Council services, but to minimise the risk of money 

laundering in high value cash transactions.  

2. Policy Statement  

2.1. Kent County Council is committed to:  

• Preventing the Council’s services and employees from becoming a victim of, 
or unintentional accomplice to, money laundering activities.  

• Identifying the potential areas where money laundering may occur and 
strengthening procedures to minimise the risks. 

• Complying with all legal and regulatory requirements, with particular regard 
to the reporting of actual or suspected cases of money laundering.  

2.2. It is important that every member of staff is aware of their responsibilities and 
remains vigilant. 

3. Scope of Policy 

3.1. This policy applies to all employees and Members of the Council, whether 

permanent or temporary.   

3.2. The aim of this policy is to support employees and Members in responding to 

financial concerns that have been highlighted in the course of their work for the 

Council.  If staff or Members are concerned about a financial matter unrelated 

to work, the Police should be contacted.  

 

Page 36



 

 

4. Definition of Money Laundering 

4.1. The term ‘Money Laundering’ can be used to describe a number of offences 

involving the proceeds of crime or terrorist financing. In simple terms, money 

laundering is a process used by criminals to make the proceeds of their crimes 

appear as though they originated from a legitimate source. Money launderers 

aim to disguise the identity of the criminal and/or conceal their connection to the 

proceeds of the crimes.  

4.2. The following constitute money laundering offences: 

a) Concealing, disguising, converting, transferring criminal property or 

removing it from the UK (s327 of the POCA 2002).  

b) Entering into or becoming concerned in an arrangement which you 

know or suspect facilitates the acquisition, retention, use or control of 

criminal property by or on behalf of another person (s328 of the POCA 

2002).  

c) Acquiring, using or possessing criminal property (s329 of the POCA 
2002). 

d) Doing something that might prejudice an investigation e.g. falsifying a 
document (s333 of the POCA).  

e) Failure to disclose one of the offences listed in a) to c) above, where 
there are reasonable grounds for knowledge or suspicion (s330-332 of 
the POCA 2002). 

f) Tipping off a person(s) who is or is suspected of being involved in 
money laundering in such a way as to reduce the likelihood of or 
prejudice an investigation (s330 of the POCA 2002).  

4.3. There is a possibility that any member of staff could be prosecuted for money 

laundering offences if they suspect money laundering and either become 

involved with it in some way and/or do nothing about it. This policy sets out the 

appropriate practice and how any concerns should be raised. 

4.4. Although the risk to the Council of contravening the legislation is low, it is 

important that all employees are aware of their responsibilities as serious 

criminal sanctions may be applied to those who breach the legislation.  

4.5. The significant requirement for employees is to immediately report any 

suspected money laundering activity to the Money Laundering Reporting 

Officer (MLRO; see section 7.1). Failure to do so could lead to 

prosecution. 
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5. Identifying Money Laundering 

5.1. There is no clear definition of what constitutes a suspicion of money laundering 

– common sense will be needed, see Annex 1 for a list of areas that may be 

affected. Although there does not need to be actual evidence that money 

laundering is taking place, mere speculation is unlikely to be sufficient to give 

rise to knowledge or suspicion. However, if you deliberately shut your mind to 

the obvious, this will not absolve you of your responsibilities under the 

legislation.  

5.2. Examples of money laundering activity include: 

• Large cash payments;  

• Asking for cash refunds on credit card payments; or  

• Overpaying bills and invoices and then asking for cash refunds.  

 

5.3. Any transaction involving an unusually large amount of cash should cause 

concern and prompt questions to be asked about the source. This will 

particularly be the case where the value of cash paid exceeds the amount due 

to settle the transaction and the person(s) concerned ask for a non-cash refund 

of the excess.  

5.4. If the person(s) concerned use trusts or offshore funds for handling the 

proceeds or settlement of a transaction, then the reasons for this should be 

questioned.  

5.5. Care should be exercised and questions asked where:  

• A third party intermediary becomes involved in a transaction;  

• The identity of a party is difficult to establish, or is undisclosed;  

• A company is used where the ultimate ownership of the company is 
concealed or difficult to verify; and/or  

• A party is evasive about the source or destiny of funds.  

 

6. The Council’s Obligations 

6.1. The Council is obligated to: 

• Appoint a money laundering reporting officer; 

• Maintain client identification procedures in certain circumstances; 

• Implement a procedure to enable the reporting of suspicions of money 
laundering; 
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• Report any cash transactions over €10,000 (or the Sterling equivalent); 

• Provide training to officers at risk of being exposed to money laundering; 

• Maintain sufficient records.   

 

7. The Money Laundering Reporting Officer (MLRO) 

7.1. The Council has nominated the following officers to be responsible for anti-

money laundering measures within the Council: 

MLRO: Corporate Director of Finance  

 

Deputy MLRO: Head of Internal Audit & Counter Fraud 

 

7.2. In the absence of the MLRO or in instances where it is suspected that the 

MLRO themselves are involved in suspicious transactions, concerns should be 

raised with the Chief Executive Officer.  

8. Further information 

8.1. Further information can be obtained from the MLRO and the following websites: 

• www.nationalcrimeagency.gov.uk   

• Proceeds of Crime (Anti- Money Laundering) - Practical Guidance for Public 

Service Organisations’- CIPFA 

• Money Laundering Guidance at www.lawsociety.org.uk  

• HM Revenue & Customs http://www.hmrc.gov.uk/mlr/  

 

9. Conclusion and Risk Assessment 

9.1. The risk of Kent County Council service being exposed to money laundering is 

extremely low. This is assessed due to the low amount of cash Kent County 

Council receives that are from known cash income sources and low volumes 

and low amounts of refunds being made. However, the legislation and 

requirements that have been implemented must be followed. Failure to comply 

with such legislation and requirements by individuals could lead to prosecution.   
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Anti Money Laundering Procedures 

 
1. Reporting concerns  

1.1. In the event of an employee suspecting a money laundering activity they must 

immediately report their suspicion to the MLRO, or to the deputy MLRO, using 

the disclosure report available on Knet. The report must contain as much detail 

as possible, ideally using the form at Annex 2.  

1.2. If the suspicious transaction is happening right now, for example someone is 

trying to make a large cash payment, every effort should be made to speak with 

the MLRO or deputy, who will decide whether to accept the payment or 

suspend the transaction. If it is not practical or safe to do so, a report should be 

made to the MLRO or deputy immediately after the transaction is complete.   

1.3. The information provided to the MLRO will be used to decide whether there are 

reasonable grounds to demonstrate knowledge or suspicion of money 

laundering, whether further investigation is necessary, whether the transaction 

should be accepted or suspended, and if appropriate, whether a suspicious 

activity report should be made to the National Crime Agency (NCA). If it is not 

practical or safe to suspend a suspicious transaction a report should be made 

to the National Crime Agency immediately after the transaction is complete. 

1.4. The employee must follow directions given to them by the MLRO and must not 

discuss the matter with others or notify the person(s) who is suspected of 

money laundering. ‘Tipping off’ a person suspected of money laundering is a 

criminal offence.  

1.5. The MLRO or deputy must immediately evaluate any disclosure to determine 

whether the activity should be reported to the National Crime Agency (NCA). 

1.6. The MLRO or deputy must, if they so determine, promptly report the matter to 

NCA in a prescribed manner and on their standard report form (currently 

referred to as a suspicious activity report (SAR)). This can be found on the NCA 

website: www.nationalcrimeagency.gov.uk  

2. Identification of Clients 

2.1. In general, management should ensure that appropriate checks are carried out 
on new partners, suppliers and contractors in accordance with the Council’s 
existing policies and procedures.  
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2.2. However, where the Council is carrying out a ‘relevant business,1 and as part 

of this: 

• forms an ongoing business relationship with a client; or 

• undertakes a one-off transaction involving payment by or to the client of 

€10,000 (or the equivalent in sterling) or more; or  

• cash payments totalling €10,000 or more which appear to have been broken 

down into smaller amounts so that they come below the high value limit; or 

• it is known or suspected that a one-off transaction (or a series of them) 

involves money laundering.  

2.3. Then the client identification procedures (listed below) must be followed before 
any business is undertaken for that client.  

2.4. Where the ‘relevant business’ is being provided internally signed,  written 
instructions on Council headed notepaper or an email on the internal email 
system should be provided at the outset of the business relationship. 

2.5. If the ‘relevant business’ is being provided externally then the following 

additional checks must be completed:  

• Check the organisation’s website and other publicly available information 

such as telephone directory services and Companies House to confirm the 

identity of the personnel, their business address and any other details; 

• Ask the key contact officer to provide evidence of personal identity and 

position within the organisation, for example a passport, photo ID card, 

driving licence and signed, written confirmation from the Head of Service or 

Chair of the relevant organisation that the person works for the organisation.  

This can be obtained through electronic ID verification if it is free from fraud 

and provide sufficient assurance of the identity of the individual; 

• Enhanced due diligence will be required for any transaction where the 

organisation is established in a high-risk third country, or where the 

transaction is complex or unusually large. 

2.6. Remember, these additional client identification procedures are only required 

when conducting a ‘relevant business.’    

3. The types of activities that may be affected  

3.1. The following table sets out the types of activities that might be suspicious, and 

how the Council may come across those activities.  It is not intended to be 

 
1 Relevant business is defined as the provision ‘by way of business’ of advice about tax affairs; accounting 
services; audit services; legal services; services involving the formation, operation or arrangement of a 
company or trust; or dealing in goods wherever a transaction involves a cash payment of €10,000 or more 
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exhaustive, and just because something you are suspicious about is not on the 

list, it doesn’t mean you shouldn’t report it.  

Activity  The types of activity that may be affected  

New customers with 
high value 
transactions  

• Selling property to individuals or businesses  

• Renting out property to individuals or businesses   

• Entering into other lease agreements  

• Undertaking services for other organisations  

Secretive clients  • People buying or renting property from the Council who 
may not want to say what it is for  

• People receiving grant funding who refuse to demonstrate 
what funding was used for  

Customers who we 
think are acting 
dishonestly or 
illegally  

• People paying for Council services who do not provide 
details about themselves   

• People making odd or unusual requests for payment 
arrangements  

Illogical transactions  • People paying in cash then requesting refunds  

• Requests for the Council to pay seemingly unconnected 
third parties in respect of goods / services provided to the 
Council 

• Requests for the Council to pay in foreign currencies for no 
apparent reasons 

Payments of 
substantial sums by 
cash  

• Large debt arrears paid in cash 

• Refunding overpayments  

• Deposits / payments for property  

Movement of funds 
overseas  

• Requests to pay monies overseas, potentially for “tax 
purposes”  

Cancellation of 
earlier transactions  

• Third party “refunds” grant payment as no longer needed / 
used  

• No payment demanded even though good / service has 
been provided  

• Sudden and unexpected termination of lease agreements 

Requests for client 
account details 
outside normal 
course of business  

• Queries from other companies regarding legitimacy of 
customers 

• Council receiving correspondence / information on behalf of 
other companies  

Extensive and 
overcomplicated 
client business 
structures / 

• Requests to pay third parties in respect of goods / services  

• Receipt of business payments (rent, business rates) in 
settlement from seemingly unconnected third parties  
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arrangements  

Poor accounting 
records and internal 
financial control  

• Requests for grant funding / business support indicates 
third party not supported by financial information  

• Companies tendering for contracts unable to provide proper 
financial information / information provided raises concerns 

• Tender for a contract which is suspiciously low  

Unusual property 
investments or 
transactions  

• Requests to purchase Council assets / land with no 
apparent purpose  

• Requests to rent Council property with no apparent 
business motive  

Overcomplicated 
legal arrangements 
/ multiple solicitors  

• Property transactions where the Council is dealing with 
several different parties  

 

4. Training 

4.1. Officers considered to be most at risk of being exposed to suspicious situations 

will be made aware by their senior officer and provided with appropriate 

training.  

4.2. Additionally, all officers and Members will be familiarised with the legislation 

and regulations relation to money laundering and how they affect the 

employees (themselves) and the Council.  

4.3. It is not necessary for all staff to be aware of the specific criminal offences, staff 

that are likely to encounter money laundering should be aware of the 

procedures that are in place. This policy and procedures provides sufficient 

information to raise awareness for most staff.  

4.4. It is recommended that staff in areas that are highly vulnerable to money 

laundering, should be provided with targeted training that is specific to the 

Council activity at hand. This could be achieved by in-house resources, or 

through training courses and seminars run by external provider. 
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Anti Money Laundering Reporting Form 
 
Your Contact Details 
Please provide your contacts details in the box below so we can confirm that we 
have received the report and get into contact with you if required.     
 

 
Main Subject  
Please provide the details of the person you suspect of money laundering. If you 
suspect more than one person, please fill in the additional boxes below.  
 

Name:    

Date of Birth:  Gender:  

Occupation:  

Address Type: (Home, work etc)  

 

 

 
Transaction(s) 
Please enter the details of the transactions you think are suspicious 
 

Date:    

Amount:  Currency:  

Credit/Debit  

Reason for the 
transaction: 

 

 

Date:    

Amount:  Currency:  

Credit/Debit  

Reason for the 
transaction 

 

 

Name :  

Role:  

Email:  

Contact Telephone:  
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Account(s)  
Please enter details of the account(s) used.  
 

 

 
Associated Subjects: 
If there are any other people you suspect are involved in money laundering, please 
enter their details below.  
 

Name:    

Date of Birth:  Gender:  

Occupation:    

Reason for association    

Address Type: (Home, work etc)  

 

 

 

Name:    

Date of Birth:  Gender:  

Occupation:    

Reason for association    

Address Type: (Home, work etc)  

 

 

 
 
 
 
 
 

Account Holder’s 
Name 

 
Acc. No  

Sort Code:  

Current balance:  Balance date:  

Account Holder’s 
Name 

 
Acc. No  

Sort Code:  

Current balance:  Balance date:  
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Linked addresses: 
Please enter details of any linked addresses: 
 

Address Type: (Home, work etc)  

 

 

 
Reason for Suspicion: 
Please enter details of your suspicions. Please provide as much information as 
possible.  
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1. Introduction 
 
1.1. This policy is introduced to ensure compliance with the Bribery Act 2010. It 

explains the process through which the Council intends to maintain high 
standards and to protect the organisation, employees, Members and business 
partners against allegations of bribery and corruption. 

 
1.2. It is the Council’s policy to conduct business in an honest and open way, and 

without the use of corrupt practices or acts of bribery to obtain an unfair 
advantage. The Council attaches the utmost importance to this policy and will 
apply a “zero tolerance” approach to acts of bribery and corruption by any of its 
Members, employees, or persons and partners acting on our behalf. Any breach 
of this policy will be regarded as a serious matter and is likely to result in 
disciplinary action and possibly criminal prosecution. 

 
2. Policy Statement 
 
2.1. Bribery is a criminal offence. The Council will not pay bribes, or offer improper 

inducements to anyone for any purpose, nor will the Council accept bribes or 
improper inducements. The use of a third party to channel bribes is also a 
criminal offence. The Council will not engage indirectly in or otherwise 
encourage bribery. 
 

2.2. The Council is committed to ensuring compliance with the highest legal and 
ethical standards. The Council will commit to policies and procedures to 
prevent, deter, and detect acts of bribery. The Council will ensure that anti- 
bribery compliance is an essential aspect of its governance process and at the 
core of its business principles. It is an on-going process and not a one- off 
exercise. 

 
3. Objective 
 
3.1. This policy presents a clear and precise framework to understand and 

implement the arrangements required to comply with the Bribery Act 2010. It 
provides the context for the detailed rules, procedures and controls in place. It 
should provide no room for misinterpretation and will ensure that Members, 
employees, volunteers and business partners know what is expected of them in 
preventing bribery. 
 

3.2. This policy should be read in conjunction with, and reinforce, other related 
policies and documents (seesection 7). The provisions in these policies and 
documents should be reflected in every aspect of the way the Council operates. 
The requirement to act honestly and with integrity at all times is made clear and 
is fundamental and non-negotiable. 
 

3.3. This policy explains the procedures established to prevent acts of bribery and 
allow any breach to be identified and reported. 
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4. Scope 
 
4.1. This policy applies to all of the Council’s activities. The Council requires that all 

Members (including independent and co-opted Members), employees at all 
levels and grades, temporary and agency staff, volunteers, contractors, agents, 
consultants and partners acting on the Council’s behalf, comply with the 
provisions of this policy. The Council will also seek to promote the adoption of 
reciprocal anti-bribery and corruption measures that are consistent with the 
Council’s policy by joint venture partners and major suppliers. 
 

4.2. The responsibility to mitigate the risk of bribery resides at all levels of the 
Council and includes all directorates. It does not rely solely on the Council’s 
assurance functions. 

 
5. Policy Commitment 
 
5.1. The Council commits to: 

 

• setting out a clear anti-bribery policy and keeping this up-to-date with 
regular reviews; 

• making all Members, employees and partners aware of their responsibilities 
to adhere to this policy at all times; 

• providing training, where appropriate, to allow Members, employees and 
partners to recognise and avoid the use of bribery by themselves or others; 

• encouraging Members, employees and partners to be vigilant and to report 
any suspicions of bribery; 

• providing suitable channels of communication (e.g. Whistleblowing 
Procedure) to ensure that sensitive information is handled appropriately; 

• investigating instances of alleged bribery and assisting the police and other 
authorities in any prosecution; 

• taking action against anybody acting for or on behalf of the Council who is 
involved in bribery; 

• reporting breaches and suspected breaches of this policy to Members, 
employees and partners in an open and transparent way; and 

• including appropriate clauses in contracts with suppliers to advise on the 
Council’s approach to the provisions of the Bribery Act 2010. 

 
6. The Bribery Act 2010 
 
6.1. The Bribery Act 2010 was introduced to update and enhance UK law on bribery. 

It creates a strict liability corporate criminal offence of failing to prevent bribery. 
The only defence against this corporate offence is for organisations to have 
adequate procedures in place to prevent bribery.
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6.2 The Act includes four offences: 
 

• Bribing a person to induce or reward them to perform a relevant function 
improperly; 

• Requesting, accepting or receiving a bribe as a reward for performing a 
relevant function improperly; 

• Using a bribe to influence a foreign official to gain a business advantage; 

• In relation to a commercial organisation, committing bribery to gain or retain 
a business advantage, there being no adequate procedures in place to 
prevent such actions. 

 
6.3 Acts of bribery are intended to influence an individual or organisation in the 

performance of their duty and for them to act illegally. 
 
6.4 The penalties under the Bribery Act have been raised significantly and are 

severe.  The new corporate offence is punishable with an unlimited fine. An 
individual guilty of an offence may be liable to imprisonment for up to 10 years or 
to a fine, or to both. 

 
6.5 The Council accepts that public bodies may be classed as a “commercial 

organisation” in relation to the corporate offence of failing to prevent bribery. In 
any event, it represents good governance and practice to have adequate 
procedures in place to protect the Council, Members, employees and partners 
from reputational and legal damage. It is in the interests of everybody connected 
to the Council to act with propriety at all times. 
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1. Council Procedures on the Bribery Act 
 
1.1. The Council will follow the guidance issued by the Ministry of Justice. The actions 

are intended to be proportionate to the risks faced by the Council and to the 
nature, scale and complexity of the Council’s activities. The actions are expected 
to provide a defence of “adequate procedures” against any corporate offence. 
The following steps will be taken: 

 
1.2. Top Level Commitment – The Corporate Management Team is committed to 

preventing bribery by persons associated with the Council. Corporate Directors 
are responsible for ensuring compliance with this policy including assessing and 
mitigating the risk of bribery within their area.  Biennial review of this policy will be 
taken to the Governance and Audit Committee for approval.   

 

1.3. Risk Assessment – The nature and extent of the Council’s exposure to 
external and internal risks of bribery will be assessed as part of the Council’s risk 
management process. Any risk assessment is intended to be an on-going 
process based on regular communication and review. 

 

1.4. Due Diligence – A proportionate and risk-based approach will be taken in 
respect of persons and other organisations that perform services for or on behalf 
of the Council. Due diligence will include an evaluation of the background, 
experience and reputation of business partners. The transactions will be properly 
monitored and written agreements and contracts will provide references to the 
Bribery Act 2010 and this policy. Reciprocal arrangements may be required for 
business partners to have their own policies in place. They will be advised of the 
Council’s policy and be expected to operate at all times in accordance with such 
policy. 

 
1.5. Communication – The Council will ensure that this policy and other related 

policies and procedures are embedded in the Council’s working arrangements 
through appropriate communication, including training, which is proportionate to 
the risks the Council faces. The Council’s induction programme will include 
reference to the Bribery Act 2010 and this policy. 

 
1.6. Monitoring and Review – This policy, control arrangements, risk management 

processes and other related policies and procedures designed to prevent bribery 
and corruption will be monitored, reviewed and improved where necessary on a 
regular basis. All incidents of bribery or suspected bribery will be reported to the 
Governance and Audit Committee. An assurance of compliance will be included 
in the Annual Governance Statement. 

 

1.7. In the context of this policy, it is unacceptable for persons acting for or on behalf 
of the Council to: 

 

• Give, promise to give, or offer a payment, gift or hospitality with the 
expectation or hope that a business advantage will be received, or to reward 
a business advantage already given; 

 

• give, promise to give, or offer a payment, gift or hospitality to a government 
official, agent or representative to facilitate or expedite a routine procedure; 
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• accept payment from a third party that is known to be, or suspected to have 
been, offered with the expectation that it will obtain a business advantage 
for them; 

 

• accept a gift or hospitality from a third party if it is known to be, or suspected 
to have been, offered with an expectation that a business advantage will be 
provided by the Council in return; 

 

• retaliate against or threaten a person who has refused to commit an act of 
bribery or who has raised concerns under this policy; and 

 

• engage in any activity in breach of this policy. 
 
2. Gifts and Hospitality 

 
2.1. This policy is not intended to change the requirements of the Council’s Gifts and 

Hospitality policies and procedures. This is contained in the Kent Code and in the 
Members Code of Conduct in the Council’s Constitution. The guidelines clearly 
set out the restrictions on accepting gifts and hospitality, the need to inform the 
manager and the need to register any approved gifts that are retained. 

 
2.2. If there is any doubt about whether an invitation or gift should be accepted then 

the offer should be refused. Each Corporate Director is required to review their 
respective Gifts and Hospitality registers at least annually. The Corporate 
Director of Finance will ensure that reminders on this subject and the need for 
officers to complete a Register of Interests form are sent out every year. 

 
2.3. The procedures for Members’ registers of interest are set out in the Members’ 

Code of Conduct. 
 
3. Public Contracts 
 
3.1. Under the Public Contracts Regulations 2015 (which gives effect to EU law in the 

UK) a company is automatically and perpetually debarred from competing for 
public contracts where it is convicted of a corruption offence. It is understood that 
there are no plans to amend the 2006 regulations for these to include the crime of 
failure to prevent bribery. Organisations that are convicted of failing to prevent 
bribery are not automatically barred from participating in tenders for public 
contracts. The Council will use its discretion as to whether to exclude 
organisations convicted of this offence and any instances where this is the case 
will be reported to the Corporate Management Team for a decision. 

 
4. Member, Staff and partner Responsibilities 
 
4.1. The prevention, detection and reporting of bribery and other forms of corruption 

are the responsibility of all those working for the Council or acting for or on its 
behalf. All Members, staff, volunteers and partners are required to avoid activity 
that breaches this policy. Adherence to the policy is mandatory. 

 
4.2. Members, staff, volunteers and partners must: 
 

• Ensure that they have read, understood and comply with the Bribery Act Policy.  
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• Raise concerns as soon as possible if they believe or suspect that a conflict with 
this policy has occurred, or may occur in the future. 

 
4.3. In addition to the possibility of criminal prosecution, members of staff who breach 

the policy will face disciplinary action, which could result in dismissal for gross 
misconduct. 

 
5. Raising a concern 
 
5.1. Staff are encouraged to raise any concerns with their manager. In addition, the 

Council has published a Whistleblowing Procedure. This provides information on 
the courses of action available to report serious concerns (including bribery) in 
confidence. Members, staff or partners who refuse to accept the offer of a bribe 
may worry about the repercussions. The Council aims to encourage openness 
and will support anyone who raises a genuine concern in good faith under this 
policy, even if they turn out to be mistaken. 

 
5.2. The Council is committed to ensuring that nobody suffers detrimental treatment 

through refusing to take part in bribery. 
 
6. Review of the Bribery Act Policy 
 
6.1. It is the responsibility of the Corporate Director of Finance to routinely refresh, 

review and reinforce this policy and its underlying principles and guidelines. All 
members of staff are responsible for reading and understanding this policy which 
will also form part of the induction programme. 

 
7. Other relevant policies 
 
7.1. The following policies, procedure documents and codes of conduct should be 

read in conjunction with the Bribery Act Policy: 
 

• Constitution 

• Anti-Fraud and Corruption Strategy 

• Anti-Money Laundering Policy 

• Whistleblowing Policy 

• Whistleblowing Procedure 

• Kent Code 

• Disciplinary Procedure 

• Members Code of Conduct 

• Spending the Council’s Money 
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A. Policy Statement 

1. Kent County Council takes its responsibilities to protect the public purse 

seriously and is fully committed to the highest ethical standards, in order to 

ensure the proper use and protection of public funds and assets. 

 

2. The Council will not tolerate fraud or corruption by its Members, employees, 

suppliers, contractors, partners or service users and will take all necessary 

steps to investigate all allegations of fraud or corruption and pursue appropriate 

sanctions available in each case, including removal from office, disciplinary 

action, dismissal and/or prosecution. The required ethical standards are 

included in both our Members Code of Conduct and Employees Code of 

Conduct.  

 
3. To fulfil the Council’s Strategy, we must be able to maximise the financial 

resources available to us. In order to do this, we aim to mitigate the risk of fraud 

and corruption to zero. 

 
4. This policy statement is underpinned by the Anti-Fraud and Corruption 

Strategy, which sets out the key responsibilities regarding fraud prevention, 

what to do if fraud is suspected and the action that will be taken by 

management. 
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5. Every £1 that Kent County Council loses to fraud is £1 that it cannot spend on 

supporting the community. Fraud and corruption are a drain on local authority 

resources and can lead to reputational damage and the repercussions maybe 

far reaching.  To reduce losses Kent County Council is committed to: 

 

• The highest standards of probity in the delivery of its services, ensuring 

proper stewardship of its funds and assets.  

• The prevention of fraud and the promotion of an anti-fraud culture. 

• A zero-tolerance attitude to fraud requiring staff and Members to act 

honestly and with integrity at all times, and to report all reasonable 

suspicions of fraud. 

• The investigation of a risk-based response to all instances of actual, 

attempted or suspected fraud. The Council will seek to recover any losses 

and pursue appropriate sanctions against the perpetrators. This may 

include criminal prosecution, disciplinary action, legal proceedings and 

professional sanctions.  

• The Local Government Fraud Strategy: Fighting Fraud Locally which 

means the Council will: 

o Govern the anti-fraud, bribery and corruption measures to ensure 

they are robust and holistic; 

o Acknowledge the threat of fraud and the opportunities for savings 

that exist; 

o Prevent and detect all forms of fraud; 

o Pursue appropriate sanctions and recover any losses; 

o Protect itself and the community against serious and organised 

crime, protecting the organisation from becoming a victim of fraud. 

 

Definition of Fraud  

6. The Council defines fraud as ‘any activity where deception is used for personal 

gain or to cause loss to another.’ Fraud can be committed in one of three ways:  

 

• Fraud by false representation – Examples include providing false 

information on a grant or Blue Badge application, staff claiming to be sick 

when they are in fact fit and well or submitting time sheets or expenses 

with exaggerated or entirely false hours and/or expenses.  

• Fraud by failing to disclose information – Examples include failing to 

disclose a financial interest in a company KCC is trading with or failing to 

disclose a personal relationship with someone who is applying for a job at 

the Council.  
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• Fraud by abuse of position – Examples include a carer who steals 

money from the person they are caring for, or staff who order goods and 

services through the Council’s accounts for their own use.   

• Failure to prevent fraud – Examples of this include selecting suppliers 

and business partners that might act as an agent to commit fraud, hiring 

people who have committed fraud or allowing conflicts of interest that 

encourage fraud.  

7. While fraud is often seen as a complex financial crime, in its simplest form, 

fraud is lying. Some people will lie, or withhold information, or generally abuse 

their position to try to trick someone else into believing something that is not 

true.  

 

Definition of Corruption  

8. The Council defines corruption as the abuse of entrusted power for private 

gain; involving the offering, giving, receiving or soliciting, directly or indirectly, of 

anything of value to influence improperly the actions of another party. 

 

Current Threats and their Impact 

 

9. KCC faces a range of fraud and corruption threats and the impact can be 

significant causing financial loss, reputational damage and harm to service 

users and the residents of Kent. In the last 12 months, the most frequent types 

of fraud and similar crimes that have impacted on KCC are as follows: 

 

• Misuse of Direct Payments. This type of fraud causes financial loss to 

the Council and undermines the public’s confidence in the services 

provided. The individual values vary significantly depending on need but it 

is estimated that misuse could result in potential losses of £100,000 per 

year. 

 

• Cyber Crime. This type of offence can manifest in a number of forms, 

through ransomware and denial of service attacks, change of bank details 

on mandates, payroll and requests for urgent payments.  It is estimated 

that the potential losses could result into £100,000s per year.  With the 

emergence of Artificial Intelligence, this is a growing threat.  

 

• Procurement Fraud.  This type of fraud occurs throughout a procurement 

process, from bribery & cartel risks at tendering stage, through to 
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duplicate/ false invoicing, defective/ non-existent goods and false 

performance reporting.  

 

• False Applications for Financial Support. The applications are from 

people falsely presenting to the Council as destitute and having no 

recourse to public funds. This type of risk has been increasing in Kent. It 

has a direct financial impact on the Council. Estimating the losses is 

difficult, but based on previous allegations, it is believed that this type of 

fraud could result in losses of £250,000 per year.  

 

• Blue Badge Fraud. This type of fraud causes a financial loss to the wider 

Kent economy, undermines the public’s confidence in the Blue Badge 

scheme and prevents genuine Blue Badge users from accessing safe, 

convenient parking. Using the National Fraud Authority’s methodology for 

calculating losses we estimate the Kent economy could be losing as much 

as £1.3m per year.  

 
Setting the Culture 

B. Standards 

10. Kent County Council wishes to promote a culture of honesty and opposition to 

fraud and corruption based on the seven principles of public life. The Council 

will ensure probity in local administration and governance and expects the 

following standards from all Members, employees, agency workers, volunteers, 

suppliers and those providing services under a contract with KCC:   

 

• Selflessness - Act solely in terms of the public interest. 

• Integrity - Avoid placing themselves under any obligation to people or 

organisations that might try inappropriately to influence them in their work. 

They should not act or take decisions in order to gain financial or other 

material benefits for themselves, their family, or their friends. They must 

declare and resolve any interests and relationships. 

• Objectivity - Act and take decisions impartially, fairly and on merit, using 

the best evidence and without discrimination or bias. 

• Accountability - Be accountable to the public for their decisions and 

actions and must submit themselves to the scrutiny necessary to ensure 

this. 

• Openness - Act and take decisions in an open and transparent manner. 

Information should not be withheld from the public unless there are clear 

and lawful reasons for so doing. 
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• Honesty - Be truthful. 

• Leadership - Holders of public office should exhibit these principles in 

their own behaviour. They should actively promote and robustly support 

the principles and be willing to challenge poor behaviour wherever it 

occurs. 

Further reading 

11. In addition to this Strategy, there are a range of Policies and procedures that 

help reduce the Council’s fraud risks. These include:    

 

• Anti-Bribery Policy; 

• Anti-Money Laundering Policy; 

• Whistleblowing Policy and Procedure; 

• The Kent Code;  

• Disciplinary Policy; 

• Financial Regulations; 

• Code of Member Conduct; 

• Financial Regulations; 

• Data Protection Policy. 

 

C. Roles and Responsibilities 

The Role of Elected Members 

12. As elected representatives, all Members of Kent County Council have a duty to 

act in the public interest and to do whatever they can to ensure that the Council 

uses its resources in accordance with statute. 

 

13. This is achieved through Members operating within the Constitution which 

includes the Code of Member Conduct, Financial Regulations and Spending 

the Council’s Money. 

 

The Role of Employees 

14. Kent County Council expects its employees to be alert to the possibility of fraud 

and corruption and to report any suspected fraud or other irregularities to the 

Head of Internal Audit. 

 

15. Employees are expected to comply with the appropriate Code of Conduct and 

the Council’s policies and procedures. 

 

16. Employees are responsible for complying with Kent County Council’s policies 

and procedures and it is their responsibility to ensure that they are aware of 
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them. Where employees are also members of professional bodies, they should 

also follow the standards of conduct laid down by them. 

 

17. Employees are under a duty to properly account for and safeguard the money 

and assets under their control/charge. 

 

18. Employees are required to provide a written declaration of any financial and 

nonfinancial interests or commitments, which may conflict with KCC’s interests. 

KCC Financial Regulations specify that employees who have a direct or indirect 

financial interest in a contract shall not be supplied with, or given access to any 

tender documents, contracts or other information relating to them, without the 

authority of the senior manager. 

 

19. Failure to disclose an interest or the acceptance or offering of an inappropriate 

reward may result in disciplinary action or criminal liability. Staff must also 

ensure that they make appropriate disclosures of gifts and hospitality – both 

offered and accepted. 

 

20. Managers at all levels are responsible for familiarising themselves with the 

types of fraud that might occur within their Directorates and the communication 

and implementation of this Strategy. 

 

21. Managers are expected to create an environment in which their staff feel able 

to approach them with any concerns that they may have about suspected fraud 

or any other financial irregularities. 

The role of the Chief Executive Officer 
 

22. Ensuring that the authority is measuring itself against the checklist for Fighting 

Fraud and Corruption Locally and there are sufficient resources to manage the 

risk of fraud. 

 

23. Ensuring the Governance & Audit Committee receives regular reports on the 

work of those leading on fraud and the external auditor is aware of the 

reporting.   

 
The role of the Corporate Director of Finance 

 
24. The Corporate Director of Finance is responsible for developing, reviewing and 

maintaining an Anti-Fraud and Corruption Strategy and for advising on effective 

systems of internal control to prevent, detect and pursue fraud and corruption; 

advising on anti-fraud and anti-corruption strategies and measures; and, 

ensuring that effective procedures are in place to investigate promptly any fraud 

or irregularity. 
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25. The Corporate Director of Finance is responsible for ensuring the Head of 

Internal Audit is assessing its resources and capability at least annually against 

the current fraud risks and Counter Fraud staff have unfettered access to 

people and records to prevent and detect fraud. 

 
The Monitoring Officer 

 

26. The Monitoring Officer is responsible for ensuring that Members, Governance & 

Audit Committee and Portfolio leads are aware of Counter Fraud Activity and 

provide training on Counter Fraud risks and approaches.  

 

27. The Monitoring Officer is responsible for ensuring The Counter Fraud Team are 

independent of processes and reports to Governance & Audit Committee to 

ensure there is Member scrutiny.   

 
The role of the Governance and Audit Committee 

 

28. The Governance and Audit Committee is responsible for ensuring that the 

Council has a robust counter-fraud culture backed by well designed and 

implemented controls and procedures which define the roles of management 

and Internal Audit; and, that the Council monitors the implementation of the 

Bribery Act policy to ensure that it is followed at all times. 

 

29. Ensuring that the Portfolio lead is up to date and understands the activity being 

undertaking to Counter Fraud. 

 

30. Provide support and challenge to the Counter Fraud activity being undertaken 

across the Council. 

 

Kent County Council’s Commitment  

31. Fraud and corruption are serious offences and employees and Members may 

face disciplinary action if there is evidence that they have been involved in 

these activities. Where criminal offences are suspected, consideration will be 

given to pursuing criminal sanctions, in line with the KCC Sanction and 

Prosecution Policy, which may involve referring the matter to the police. 

 

32. In all cases where the Council has suffered a financial loss, appropriate action 

will be taken to recover the loss including the costs of the investigation 

whenever appropriate. 

 

33. In order to make employees, Members, the public and other organisations 

aware of the Council’s continued commitment for taking action on fraud and 

corruption, details of completed investigations, including sanctions applied, will 
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be publicised where it is deemed appropriate. This will include use of the 

Council’s Intranet and releasing press statements immediately after criminal 

convictions are secured. In addition, the Council will promote an anti-fraud 

culture through fraud awareness campaigns, presentations, training and e-

learning.  

 

D. Prevention – Capability, Competence & Capacity  

Responsibilities of management 

34. The primary responsibility for the prevention and detection of fraud is with 

management. Management must ensure that they promote an anti-fraud culture 

and assess the risk of fraud, bribery and corruption.   They must ensure 

appropriate controls are in place to minimise the risk of fraud, for example, this 

could include establishing procedures, fraud awareness training, authorisation 

limits and segregating duties. 

 

35. Management must ensure the controls are operating as expected and are 

being complied with. They must ensure that adequate levels of checks are 

included in working practices, particularly financial. It is important that duties 

are organised in such a way that no one person can carry out a complete 

transaction without some form of checking or intervention process being built 

into the system. 

 

36. Management must ensure that where there is a risk of fraud and error that the 

relevant risks are captured within their directorate / service risk register with 

mitigating controls/ actions to ensure the opportunity of fraud and error is 

sufficiently mitigated.  

 

37. Management must ensure the development of new policies, strategies and 

initiatives are fraud-proofed by engaging with Counter Fraud Specialists to 

support the assessment of the fraud risks.  

 

Internal Audit and Counter Fraud  

38. The Head of Internal Audit and Counter Fraud is responsible for the 

independent appraisal of controls and for assisting managers in the 

investigations of fraud and corruption. 

 

39. Internal Audit includes proactive fraud work in its annual audit plan, identifying 

potential areas where frauds could take place and checking for fraudulent 

activity. 
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40. The Head of Internal Audit will establish performance measurements for 

counter fraud activity and will report progress against the performance 

measurements to the Governance and Audit Committee. 

 

41. The Counter Fraud Team will provide management with specialist support to 

assess the risk of fraud, bribery and corruption that it faces through the 

completion of risk assessments, in particular on the introduction of new policies, 

strategies and initiatives.  

 

42. Through the completion of proactive and reactive work, make 

recommendations to management on how to strengthen the counter fraud 

culture and control framework to help prevent and detect fraud. 

 
 
 
Working with others and sharing information - Collaboration 

43. The Council is committed to working and co-operating with other organisations 

to prevent fraud and corruption and protect public funds. This will include: 

 

• Coordinating our activity with the other enforcement teams across the 

Council, such as Waste and Trading Standards, to maximise our impact. 

• Working in partnership with District, Borough and City Councils to share 

intelligence and target our collective resources at the areas at most 

susceptible to fraud. 

• Working with and supporting the Police and other enforcement agencies. 

 

• Working with the Cabinet Office in the development and introduction of 

the Government Counter Fraud Profession.  

 

44. The Council may use personal information and data-matching techniques to 

detect and prevent fraud, and ensure public money is targeted and spent in the 

most appropriate and cost-effective way. In order to achieve this, information 

may be shared with other bodies responsible for auditing or administering 

public funds including, but not limited to, the Cabinet Office National Fraud 

Initiative, the Department for Work and Pensions, other local authorities, HM 

Revenue and Customs, and the Police.  

 

National Fraud Initiative 

45. Kent County Council participates in the National Fraud Initiative (NFI). This 

requires public bodies to submit a number of data sets (to the Cabinet Office) 

for example payroll, pension, and accounts payable (but not limited to these) 
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which is then matched to data held by public and private sector bodies. 

Enquires are made into any positive matches (e.g. an employee on the payroll 

in receipt of housing benefit). 

Training and awareness – Communication  

46. The successful prevention of fraud is dependent on risk awareness, the 

effectiveness of training (including induction) and the responsiveness of staff 

throughout the Council. 

 

47. Management will provide induction and ongoing training to staff, particularly 

those involved in financial processes and systems to ensure that their duties 

and responsibilities are regularly highlighted and reinforced. 

 

48. Internal Audit and Counter Fraud will provide fraud awareness training to risk 

areas and on request and will publish its successes to raise awareness. 

 
E. Detection and Investigation – Capability, Competence & Capacity 

49. The Council is committed to the risk-based investigation of all instances of 

actual, attempted and suspected fraud committed against the Council and the 

recovery of funds and assets lost through fraud. 

 

50. Any suspected fraud, corruption or other irregularity must be reported to the 

Head of Internal Audit. The Head of Internal Audit will decide on the appropriate 

course of action to ensure that any investigation is carried out in accordance 

with Council policy and procedures, key investigation legislation and best 

practice. This will ensure that investigations do not jeopardise any potential 

disciplinary action or criminal sanctions. 

 

51. Action could include: 

 

• Investigation carried out by Internal Audit & Counter Fraud staff; 

• Joint investigation with Internal Audit and relevant Directorate 

management; 

• Directorate staff carry out investigation and Internal Audit provide advice 

and guidance; 

• Referral to the Police. 

 

52. The responsibility for investigating potential fraud, corruption and other financial 

irregularities within KCC lies mainly (although not exclusively) with Internal 

Audit. Staff involved in this work will therefore be appropriately trained, and this 

will be reflected in training plans. 
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F. Raising Concerns and the Whistleblowing Policy 

Suspicions of fraud or financial irregularity 

53. All suspected or apparent fraud or financial irregularities must be brought to the 

attention of the Head of Internal Audit in accordance with Financial Regulations. 

Where the irregularities relate to an elected Member, there should be an 

immediate notification to the Head of Paid Service or the Monitoring Officer. 

 

54. If a member of the public suspects fraud or corruption they should contact the 

Head of Internal Audit or Counter Fraud Manager in the first instance. They 

may also contact the Council’s External Auditor, all of whom may be contacted 

in confidence. 

 

55. The Council’s Internal Audit Section can be contacted by telephone on 03000 

414500 or by mail to internal.audit@kent.gov.uk. 

 

Whistleblowing Policy 

56. Employees (including Managers) wishing to raise concerns should refer to the 

Council's Whistleblowing Policy and associated procedures. 

 

57. The Council’s Whistleblowing Policy encourages individuals to raise serious 

concerns internally within KCC, without fear of reprisal or victimisation, rather 

than over-looking a problem or raising the matter outside. All concerns raised 

will be treated in confidence and every effort will be made not to reveal the 

individual’s identity if this is their wish. However, in certain cases, it may not be 

possible to maintain confidentiality if the individual is required to come forward 

as a witness.  

 

58. Employees wishing to raise concerns can obtain a copy of the Whistleblowing 

policy and procedure on KNet. 

 

59. Members of the public and those working on behalf of KCC can obtain a copy 

of the external ‘Speaking out against wrong doing Policy’ on Kent.gov.uk.  

 

G. Conclusion 

60. Kent County Council will maintain systems and procedures to assist in the 

prevention, detection and investigation of fraud. This Strategy will be reviewed 

biennially and is available on the Council’s Intranet (KNet). 
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Appendix D – Draft Action Plan – Failure to Prevent Fraud 

Risk  Impacted Areas Existing 

procedures 

Action Lead Area Time Scale 

Sales: 

Risks of false claims, mis-selling, 

fraudulent advertising, unfair 

sales practices, phishing, market 

manipulation  

Grants 

 

Grant applications 

requires 

applicants to 

provide details of 

what the grant 

will be used for.   

 

Grants – to update grant application forms 

where there are services being delivered to the 

public/ businesses to include a requirement for 

grant applicants to provide details of what 

procedures they have in place to prevent the 

mis-selling of services to the public/ businesses. 

 

Grant Leads 31/10/2024 

Sales: 

Risks of false claims, mis-selling, 

fraudulent advertising, unfair 

sales practices, phishing, market 

manipulation  

Property Property disposal 

policy and 

procedures in 

place 

 

n/a   

Sales: 

Risks of false claims, mis-selling, 

fraudulent advertising, unfair 

sales practices, phishing, market 

manipulation 

Authority wide: 

Selling of services 

& goods 

Outdoor 

establishments 

e.g. country parks, 

out door 

education centres  

The Budget Book 

– Fees and 

Charges Income 

Policy  

Financial 

Regulations  

 

Directorate to review services that receive 

external income for the selling of services to 

ensure that fees and charges are reviewed 

annually and approved by cabinet member as 

per Fees and Charges Income Policy and 

Financial Regulations.  

Corporate 

Directors  
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Professional 

services e.g.  

Kent Scientific 

Services  

Procurement –  

Not selecting suppliers and 

business partners that might act 

as an agent to commit fraud; 

using illegal or corrupt means to 

purchase goods and services that 

would not be normally 

obtainable or at a price that is 

undue; not paying suppliers for 

goods and services properly 

received. 

Procurement / 

 

Directorate 

commissioning 

teams 

Spending the 

Councils Money  

 

Tendering and 

evaluation of bids. 

Supplier set up 

process / Due 

diligence of 

suppliers/ Know 

Your Customer 

checks 

 

Tendering documents to be updated to include 

details and the scoring of what relevant 

procedures bidders have in place to prevent 

fraud occurring withing the supply chain.  

KCC Standard contact terms and conditions to 

be updated to include reference to the failure 

prevent procedures within the section of Fraud, 

Bribery and Corruption.  

 

Commercial 

and 

Procurement 

 

Commercial 

and 

Procurement 

 

Recruitment –  

Hiring people who have 

committed fraud, allowing 

conflicts of interest that 

encourage fraud, using politically 

connected people to obtain 

Authority Wide DBS checks on 

certain roles.  

Declaration of 

interest process 

including 

procurement 

Review of position within Directorates that 

could facilitate fraud/ theft to determine if a 

DBS check is needed.  

 

Apply to join the CIFAS Fraud data base to 

match staff joining KCC to identify anyone that 

Corporate 

Directorates 

Office/ HR & 

OD.  

 

Internal 

Audit/ 
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government deals that are 

undue.  

 

Separation of 

duties in the 

supplier set up 

process and 

authorisation of 

payments 

has been dismissed for fraud prior to offer of 

employment being sent.  

 

Counter 

Fraud in 

conjunction 

with HR & 

OD.  

Finance – ensuring proper books 

and records, correct reporting, 

documented and clear controls.  

 

Finance & 

Authority Wide 

Public Sector 

Accounting 

regulations, incl 

financial 

regulations and 

procedures  

External Audit 

IR35 Assessments 

P11D Tax 

Assessments 

n/a    
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